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COMPLEX SYSTEMS AND SMART CITIES RESEARCH.
EDITORIAL
The present thematic issue of INDECS examines the design and research philosophy of
complex systems such as smart cities and the developments related to these technologies.
The urban structures and technological advances presented in this thematic issue
support the goals of sustainable development in communities, where these intelligent
and smart systems will cover all aspects of life. Some of the topics discussed include,
for example, smart city application development, drone localization, smart city
solutions, information security management, lightning protection of electric vehicles,
cybersecurity, drone systems, safety-critical embedded systems and fiber optical
communication system. The relationship between various research topics, and some
emerging, sustainable and safe city implementations will also be presented.
The aim of the present thematic issue is to offer researchers an opportunity to extend
their existing scientific relationship all over the world in the field of interdisciplinary
research in complex systems, such as the field of smart, sustainable and safe cities
programmed by NextTechnologies Ltd. Complex Systems Research Institute.
NextTechnologies Ltd. Complex Systems Research Institute was founded in 2019 to
provide the framework for our scientific research work on complex systems. In the
forthcoming years, this research institute will help organise and further support the
Smart, Sustainable and Safe Cities Conference, with the inclusion of the following
fields and departments, in particular: Mathematics Division, Informatics Division,
Safety and Security Division, Drone Technologies and Drone Applications Division,
Intelligent Railway System Division, Robotics / Cooperative Robotics Division and
Smart Sustainable Safe Cities Division.
The majority of these studies focus on smart cities, and they can be successfully
implemented in various areas of developing sustainable and safe communities all over
the world.
Cordially,
Budapest, 31st August 2019

Guest editors:
Dániel Tokody
Gyula Mester
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ABSTRACT
With the emerging trend of the Internet of Things and Smart City environments, new trends have
arisen in building applications, too. The current approach to application development, known as
monolithic architecture, is not suitable for the newest appliances. Recently, the microservice-based
application architecture has emerged as a potential solution that could meet the imposed challenges. In
order to educate new generations of software and IT engineers to be able to develop such
microservice-based applications, educators at universities should establish an efficient platform to
ensure this process. This article presents the portable and lightweight platform for teaching
application development based on microservices. The platform is focused on supporting lightweight
publish/subscribe messaging protocols, such as MQTT, and built-on open-source hardware
development boards such as Arduino/Genuino. This Smart City learning platform is designed to
enable the collaborative development of systems, applications and services for the cities of the future,
and it should be efficient enough to support the learning of all the necessary skills that can be used for
the development of complex and large-scale systems. The architecture of the proposed platform, as
well as its elements are presented in this article.
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INTRODUCTION
The variety of the software and hardware technologies that have appeared in the past decade
has shaped new trends for the ICT market. With novel trends, such as the Internet of Things
and Smart City environments, new solutions for building applications have emerged as well.
The current approach of monolithic architecture development is not suitable for the appliances
in these new environments. In order to meet the imposed challenges, the architecture of
microservice-based systems has arisen as a potential solution. The capability of higher
education institutions to educate new software and IT engineers for the development of
microservice-based applications has become an important issue. In order to address this
challenge, universities should establish an effective learning platform for such process.
This article presents the portable and lightweight platform for teaching microservice
application development. The platform is based on open-source hardware and software and it
is focused on supporting lightweight publish/subscribe messaging protocols such as MQTT.
Open-source hardware development boards such as Arduino/Genuino and clones are used as
devices for the platform. The Smart city learning platform is planned to be used in the
learning process within university curricula and it is designed to enable the collaborative
development of systems, applications and services for the smart cities of the future.

RELATED WORK
The importance of integrating microservice-based application development in engineering
education, especially in IoT and Smart City environments, has been underlined by the
following references. According to the first paper, the microservice architecture has emerged
to meet the industry’s needs for scalability, evolvability and maintainability of large-scale
distributed systems. Also, microservices have received a wide adoption in the industry among
companies building large-scale applications, such as Amazon and Netflix, as well as
Platform-as-a-Service (PaaS) providers, such as Pivotal [1]. At the same time, the authors
shared their early experience in applying the microservice architectural style to build a Smart
City IoT platform for a variety of applications.
In the second paper [2] the authors present a microservice-based architecture equipped with a
real-time environmental sensor system that has highly scalable applications in a cloud
environment. The purpose of the proposed system is to monitor and control the transportation
of hazardous materials. The authors integrated the global positioning system (GPS) technology,
wireless sensor networks (WSN), geographic information system (GIS), in addition to IoT
technologies, to achieve real-time monitoring and tracking of hazardous materials.
The use of a microservice architecture designed to address the key practical challenges in
smart city platforms called InterSCity is presented in another paper [3]. This is a
microservice-based, open-source, smart city platform that enables the collaborative
development of large-scale systems, applications and services for the cities of the future,
contributing to turn them into truly smart cyber–physical environments [4]. The platform is
presented together with the set of experiments that evaluate its scalability [5].
This article presents the platform for teaching microservice application development based on
open-source hardware and software. The main motivation for developing the presented
platform was to enable the teaching of application development based on a group of
protocols. This group of protocols can be called application layer protocols, although
different names such as messaging protocols, publishing-subscribe protocols or machine-tomachine protocols can be used as well. This group includes protocols such as MQTT

431

D. Dobrilović, M. Malić and D. Malić

(Message Queuing Telemetry Transport), AMQP (Advanced Message Queuing Protocol),
XMPP (Extensible Messaging and Presence Protocol), DDS (Data Distribution Service),
HTTP (Hypertext Transfer Protocol) and CoAP (Constrained Application Protocol) [6]. They
are widely used in Smart City systems, and, as an example, the comparison of the response
time of communication protocols such as CoAP, MQTT, XMPP and WebSocket, used in
smart parking system is given in [7].
The platform has inspired similar studies [8-11] and the previous works of the authors of this
article [13], with a focus on supporting lightweight publish/subscribe messaging protocols
such as MQTT [11, 12]. The platform is built on open-source hardware development boards
such as Arduino/Genuino. This Smart City learning platform is designed to enable the
collaborative development of systems, applications and services for the cities of the future,
and it should be efficient enough to support the learning of all the necessary skills required
for the development of complex and large-scale systems. The architecture of the proposed
platform (hardware and software components of the learning system) as well the experience
with its usage, are presented in this article.

HARDWARE COMPONENTS OF THE LEARNING PLATFORM
Figure 1 shows the scheme of the learning system called LearnMQ. The system has six
hardware components. These components include a laptop, an access point and three sensor
nodes. All devices in the system support the IEEE 802.11 technology for networking. The
laptop has a built-in wireless interface, and the other devices use ESP8266 communication
modules. The function of the hardware components is described in this section.

Figure 1. The topology of the learning system.

The first system component is a laptop (1). The laptop has Windows 10 operating system and
the following software installed: Oracle VM virtual box as virtualization software, Python 3.6
for application development and Wireshark as the network traffic analysing software. The
role of this device is to be one of the wireless clients in the network, and to host Python
publishing and subscribe applications. The laptop also hosts an SQLite database for sensor
data storage. The second component installed on the same device is a virtual machine (2).
This is a CentOS 7.4 server with Mosquitto broker installed. It has the role of a
publish/subscribe broker server. The virtual machine uses virtual Wi-Fi interface in bridged
mode with fixed IP address 192.168.100.100 needed for the Mosquitto MQTT broker. All the
other devices use dynamically allocated IP addresses assigned by the access point (3). The
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utilization of the Wi-Fi interface is essential for this platform since that interface is used for
transferring the data from all sensor nodes to the MQTT broker and subscriber application.
The same interface is used for analysing the network traffic with Wireshark.
The third component (3) is designed as an access point. It is an Arduino/Genuino UNO clone
with an integrated ESP8266 communication module called Wemos D1 R2. This module
enables communication by using the IEEE 802.11 technology. This device is designed to have
the role of the access point. In order to provide the feedback information for users, the I2C
LCD 20x4 is attached to it. Its role is to act as the access point in the wireless network and to
allow connection for other wireless clients. This device also has the role of a DHCP server.
The devices (1), (4), (5) and (6) use the access point to connect to the network. The LCD is
used to show the number of devices connected to the network, and the information that can
be used for other client devices to access the network, such as the network name (SSID) and
passphrase. The IP address of the access point (192.168.100.2) is displayed as well. The
problem with the usage of Wemos D1 R2 or any similar device based on ESP8266 as the
access point is that there is a limitation to connecting up to four wireless clients. The default
setting of the device is limited to four clients, although, according to the documentation, there
is a possibility to extend this limitation up to eight devices. For the present research, the
authors did not make a change to increase the limit of connected devices. As an alternative,
an Android smartphone as a Wi-Fi hotspot can be used. The Android smartphone also has a
limitation of allowing up to eight connected devices per network. The second alternative is to
use the real access point as a dedicated device or a device that is part of the infrastructure. In
order to make this learning platform easy to set up and portable, the Wemos D1 R2 or
Android smartphone is considered for usage. For this particular research, only the Wemos D1
R2 is used. The laptop with a Python publishing script simulates the fourth sensor node with
stationID TIS. The laptop does not have a sensor attached to it, and the sensor values are
generated randomly.
Three devices (4), (5) and (6) represent wireless sensor nodes. They are built on
Arduino/UNO clone devices. Each device is built upon a different clone type. The node with
stationID SSA is based on Wemos D1 R2 (4), the node with stationID SHE (5) is based on
Espduino and the node with stationID PFP (6) is based on NodeMCU. Each node has an
attached gas sensor MQ-135 for air quality monitoring. The sensors are not calibrated, and
sensor accuracy is not important in this case. These sensors are used to generate data to be
transferred (published) to the message broker. The devices use MQTT protocol for publishing
sensor data. The Arduino IDE is used for device programming with the usage of additional
MQTT library. All three devices can be programmed using the same IDE code (with minor
changes) and libraries.

SOFTWARE COMPONENTS OF THE LEARNING PLATFORM
The software architecture of the system is based on the microservices model, and it is
presented in Figure 2. The figure describes six main software components of the learning
platform. The first presented component of the system (1) is the MQTT broker. The
Mosquitto software is used as the MQTT broker. It is installed on the previously described
CentOS server, deployed on the virtual machine. The Mosquitto server listens to port 1883
for accepting publishing messages. All messages containing sensor data and additional
information are sent using the MQTT protocol and are directed to my_queue.
The sensor nodes (2), (4), (5) and (6) send sensor data via the MQTT protocol to the
Mosquitto broker. First node (2) uses Python script to simulate sensor data. The other three
nodes (Arduino/Genuino UNO clones) are prototyped wireless sensor stations that send gas
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Figure 2. The architecture of the learning system.

sensor data. Data acquisition is enabled by a non-calibrated MQ-135 gas sensor designed for
air quality monitoring. Since the purpose of the presented platform is not environment
monitoring in real systems, the sensor data are sent in raw format. The value of the data ranges
from 0 to 1023 and represents an analogue value read with the Arduino function
analogRead(). All nodes have a stationID consisting of three letters. The three nodes have
following IDs respectively: SSA, SHE and PFP. The laptop has stationID TIS. All four nodes
send the data in CSV format. The message begins with the stationID, followed by a comma
and the sensor value, e.g., DHE,748. In this research no particular attention is paid to define
the format of the message. So the message length is 8 bytes. Three bytes are used for the
stationID, one byte for comma, and four bytes for sensor values. The MQTT message has a
total length of 16 bytes, 8 bytes for sensor node data with the addition of 8 bytes for the name
of the queue (my_queue).
The software component (3) is a Python script that enables subscription to the MQTT broker
and the data sent to my_queue. Besides the subscription to the sensor data published in
my_queue, the script displays the received messages on a computer screen and stores the
received data in an SQLite database (7). The SQLite database is used in this architecture
because of its simplicity, but for the future usage, document-oriented database systems such
as MongoDB or time series database (TSDB) such as InfluxDB will be considered.

EXPERIENCES WITH THE PLATFORM
The platform has not yet been validated in the teaching process. However, platform
validation was carried out in the testing phase with experimental runs. During these
experimental runs, the platform proved to be stable and worked without problems. The
platform is easy to set up, and the devices connect in the ad-hoc wireless network without a
problem. After powering on all devices, the platform starts to work automatically, since the
Mosquitto broker runs automatically on server start, and sensor nodes automatically attempt
to assign to the Mosquitto broker. After successful assignment to the broker, each sensor
node immediately starts to send sensor data in five-second intervals. The example of
messages received with the subscription script is displayed on the laptop screen in the
corresponding form (Figure 3).
Traffic analyses, which can be used to teach students the main principles of publish/subscribe
protocols, and network data analyses are performed with Wireshark – widely used network
analyzing software. Wireshark has supported the MQTT protocol since version 1.12.0. The
platform in operating mode during the testing period is presented in Figure 4.
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Figure 3. Received messages displayed by the subscriber.

Figure 4. The learning system in testing period.

The platform was in test usage four times for about five hours. During this period, the
platform worked without any problems. Based on the operation of the platform during the
testing phase, it can be concluded that the platform is stable and it works correctly. Regarding
the easiness of using the platform, it was concluded that the platform is suitable for usage in
the classroom, for demonstrating the functioning of publishing/subscribe protocols, as well as
for the students’ collaborative work on the development of microservice-based applications.

CONCLUSION
This article presents a portable and lightweight learning platform for teaching IoT or
publishing/subscribe protocols. This platform is focused on teaching and explaining the main
principles of the the MQTT protocol, but it can be expanded with other similar protocols as
well (AMQP, XMPP, etc.). The platform is designed to be used in the engineering education
process within university curricula in order to enable the students to learn IoT technologies.
This platform can be used for teaching microservice-based application development for the
IoT. The presented platform is entirely based on open-source hardware and software, which
makes this platform low-cost and easily applicable.
Further research will be conducted in three principal directions. The first direction is the
expansion of this platform in order to support a more extensive range of protocols, primarily
the AMQP (with server such as RabitMQ) and XMPP (with server such as Prosody). The
usage of other databases such as MongoDB and InfluxDB will also be also considered. In
order to use the platform in the learning process, educational materials and tutorials should be
provided. The lack of tutorials is one of the main reasons why the platform has not yet been
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evaluated in the learning process. After the completion of the tutorials and the design of
laboratory exercises, the next step will be the experimental usage of the platform in the
learning process. Finally, an effort will be made to adopt this platform to be used as a testing
model for real-world IoT application development.
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ABSTRACT
One of the basic components of the smart city concept is the infocommunication infrastructure. The
purpose of the infocommunication system is, among others, to transmit information. Generally,
besides the necessary information provided in a transmission, some additional information is
displayed as well. In public communication the destination of the information is not a specific person
or object. Therefore, additional information can be obtained by anyone. Thus, such additional
information facilitates the unwanted acquisition of information and its later use. The present study
illustrates the role of additional information in obtaining information through an example of an online
game. This game is public, therefore, it is an open source of information. The technology of Open
Source Intelligence is one of the basic elements of the social engineering information palette.
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INTRODUCTION
The need to disseminate and transmit information is as old as humanity. The first paradigm
shift happened with the appearance of printed books. The spread of the Internet among the
population and the emergence of rapidly growing portals and social networks have made the
second paradigm shift necessary. The emergence of ever-evolving smart devices is constantly
changing people's needs [1]. It is now expected that a growing number of devices can be
managed electronically. This is important in many areas of daily life, including education [2, 3].
The concept of Smart City includes the extensive serving of city dwellers, improving their
quality of life, providing the most benefits with the smallest investment and making the
environment more liveable in the long run [4], with the protection of the infrastructure and
the individuals [5-7]. The development of the infocommunication infrastructure is essential
for the implementation of the smart city concept. One of the purposes of the
infocommunication system is the transmission of information. When forwarding information,
not only the needed information is transferred, but it is also accompanied by additional
information. This additional information is provided without intention [8]. In public
communication, the final destination of the transfer is not a specific person or object. This
way, anyone can obtain additional information. In the processing of information, additional
information is often more important than intentionally transmitted information. The
information displayed in this way is suitable for influencing, facilitating decision-making [9]
and obtaining further information. Since such additional information comes from a
completely open source, this kind of intelligence is called Open Source Intelligence (OSINT),
which is one part of the social engineering methodology system [10].
Additional information will be defined in this study. In addition, an internet game will be
presented to illustrate additional information. The game's summary is an example of how
examining transmitted information from other angles can influence information acquisition.
This gives an insight into the role of additional information in obtaining information.

ADDITIONAL INFORMATION
In communication, increasing transmission reliability emphasizes the importance of
redundancy. In practical terms, therefore, the amount of data transmitted during
communication is always greater than the amount required [8]. The expression of human
thoughts and feelings is not exact, therefore, other supplementary clarifying information may
appear during the communication containing them [10]. This means that the transmitted
information may contain information other than what was intended by the initiator. The extra
information that appears in this way has additional value in obtaining information, so it may
serve as a basis for further research. There is no particular obstacle to obtaining this
information through public communication and the intentional sharing of information.
Moreover, this form of obtaining information does not violate the law, as the initiator
deliberately shares the information [11-13].
Additional information can be defined as the information that appears alongside the content
of the information that is intentionally conveyed, and there is an assay aspect system in which
it represents added value.
The research aspects can also be grouped according to the abstract categories of information
modelling: storage, processing and transmission [14, 15]. Another possible grouping is based
on information architecture layers. Layers of the architecture include the energy layer, the
layer of physical devices, the level of logical modeling and human behavior [8].
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APPLICATION STAGES
Social engineering is a methodology that involves obtaining information, processing
information in a targeted way [16], influencing decision-making [9, 10], and forcing
organizational change.[17] One method of obtaining information in the methodology is open
source intelligence [10]. This technique is one of the most convenient ways to obtain information.
There are many aspects to consider when processing information. For example, there may be
additional information, other than those mentioned above, for a particular post. It can reveal
the background of the human relationship, the temporal and spatial parameters of the actions
and events, the physical, material and mental state of the actors. At the same time, obtaining
information has become easier with the advent of social platforms. Curious acquaintances,
journalists, marketing analysts, product development supporters and analysts, recruiters and
personal practitioners also use open source intelligence. OSINT is a tool in the employers'
repository as it can provide information about lifestyle and habits in addition to the
information in the CV. For this reason, it is advantageous for employers to use community
portals, which can provide additional information about applicants during the selection
process, thus facilitating the decision.
Participation in community portals can also allow intervention. One of the bases of social
engineering attacks is open source information. The additional information displayed above
the mediated content helps to prepare and carry out a targeted attack. Obtaining and processing
additional information can also facilitate targeted marketing, simple deception and fraud [11].

EXAMPLE OF FINDING LOCATION
Social portals and blogs are perfect tools for OSINT practitioners to obtain information.
Published photos carry information about daily routines, habits, routes, locations, favorite
foods and drinks, social networking and more. To illustrate this, an internet game was created by
the authors of the study. During the game, players were required to determine the location of the
photos from a series of photos. The photos were taken as dolls' selfies to avoid privacy issues.
The game was published as follows:
 the game was published anonymously using a nickname,
 the photos were publicated in a publicly available, viewable and accessible way,
 the photos did not contain metadata about the parameters of the creation,
 several photos were published during each game event,
 a given doll was used in multiple locations
 it was not announced where the doll was going to go or what the event was.
The photo montage in Figure 1 gives an example of the pictures taken during the game. The
following statements were made:
 players responded to the game within 20 minutes,
 the region of the site was guessed within 30 minutes,
 the correct deciphering of the scene of the picture took more than 5 minutes,
 additional information appeared in the replies:
o identification of the buildings on the site,
o identification of the landmarks on the site,
o the maker and the type of the doll used,
o analysis of the originality of the doll's clothing.
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Figure 1. Photo montage from the game.

After viewing the published images, players were also able to find out where the creator of
the images was, and how often and in what orientation the creator travelled. Some more
information included that the creator of the picture had at least three types of toy dolls in his
environment. Collectors can easily determine the dolls' manufacturer and the types of dolls in
the photos. Based on the above findings, it can be concluded that the images conveyed a great
deal of information beyond the information needed to solve the game.

CONCLUSIONS
Urban development has brought about the need for sustainable and livable cities, which
requires renewable infrastructure in the long term. Among others, this demand has led to the
emergence of the smart city concept. The appropriate infrastructure is essential to realize this
concept [1-4]. Like in other systems, the infocommunication infrastructure remains one of the
most important infrastructures of smart cities.
One of the main purposes of the infocommunication system is the transmission of
information [8]. When the information is transmitted, it is not only the required information
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that is transmitted but some additional information is also disclosed with it. This additional
information may be suitable to convey more meaning in a different aspect. For this reason,
additional information is a basic source of obtaining information. One of the simplest forms
of obtaining information is through public communication, the intentional sharing of
information and broadcasting. Moreover, this is not against the law because the information
is intentionally provided by the source [11-13]. This form of intelligence is OSINT.
The main driving force behind the need to obtain information is to influence decisions and
enforce change. The process include information gathering, targeted processing and
intervention. This process is completed by the methodology of social engineering [9, 10]. The
game in this study is an example of how OSINT can be applied to obtain information through
social media. During the game and at the end of the game, it was found that additional
information can be obtained without major obstacles.
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ABSTRACT
The infrastructures of Smart Cities presuppose the existence of a basic IT data transmission network.
This is also true for point-to-point connections between protected spaces in potentially different
locations. The establishment of a stable IT connection is an essential element in the development of
information infrastructures. Transmission bandwidth is a basic parameter to show the functionality and
usability an IT system. As a result of advances in fibre-optic data technology, fibre-optic data
connectivity solutions have now become standard tools, and due to their features, other technologies
used for long distance connections have been almost completely eliminated by this technology.
Continuous operation of fibre-optic connectivity has become vital to the operation of Smart City
devices, as well as to the continued stable operation of critical infrastructures and protected spaces.
Thus, the failure of an optical fibre requires immediate troubleshooting and corrective action from the
operator. The scope of this research includes the basic methods of fault detection with regard to optical
fibres, from simple methods to testing with the Optical Time Domain Reflectometer as a basic and
important measurement method in the operation of optical data communication networks.
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INTRODUCTION
Regarding the info-communication transmission channels of Smart Cities of the 21st century,
the most important trunking solution has now become fibre. This technology is a great tool
not only for a leased line channel, due to its transmission bandwidth and ease of deployment,
but it also allows the monitoring of continuous operation. Because of this feature, it is also
suitable for realising point-to-point secure communication as a reliable physical channel for
data transmission between protected rooms. By operating a thread monitoring system, it is
possible to accurately determine the fault location in the event of a longitudinal parameter
change or error. In addition to the implementation of telecommunication systems, the fibreoptic plant is also capable of ensuring protected communications depending on the signal
encryption, as well as serving as a communication link for automated field systems having
their own standards. This technology can be well utilised as the physical layer of the
communication channel for information security-protected rooms, because by using
cryptographic tools and running a continuous thread monitoring system, the point-to-point
communication line can also be controlled for its physical parameters. Thread monitoring
guarantees immediate detection and fault location of transmission channel malfunctions for
long-distance connections of industrial automation. Another advantage of optical fibres is
their insensitivity-free operation and ease of installation. A disadvantage is that only special
target devices can implement continuity bonds. The purpose of this research is to systematise
the theoretical solutions needed for detecting serial errors in optical fibres, and to review the
basic application of a fibre monitoring tool.
Thesis 1: Today's primary trunked data transmission channel is the optical fibre.
Thesis 2: By implementing optical fibre monitoring, a safer and faster fault location
detection can be achieved in case of serial errors.
Thesis 3: Fibre-optic communication is the safest way to secure point-to-point
communication between protected rooms.

OPTICAL FIBRE CONNECTION AND ATTENUATION MEASUREMENTS
ON THE OPTICAL FIBRE
Optical fibres can be classified according to various parameters which are very important in
the design, operation and fault diagnosis of a system. In an optical network, there is always a
transmitter device which is connected to the light transmission medium by means of at least
one connector; in this case, the optical fibre, and then again, through a connector to a
receiving unit, which receives the light pulses emitted by the transmitter, Figure 1.

Figure 1. The most basic connection model.

This is the minimal set-up for a single fibre connection. However, a light connection is only
established if the transmitter and receiver are capable of transmitting light signals with
appropriate line attenuation. One of the most important parameters of a fibre is attenuation,
since this value determines the maximum distance that can be travelled between the
transmitter and the receiver without a repeater regenerator. Light suffers energy loss until it
reaches the transmitter and the receiver. The attenuation rate is 10 times the 10-based
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logarithm of the quotient of power transmitted at the transmitter side and the receiver-side
output power of the end of the “l” optical transmission path, according to formula (1).
𝑃

𝛼 = 10log 𝑃𝑏𝑒 , [dB].
𝑘𝑖

(1)

Since the fibre-optic network is a distributed parameter network, the equation can also be
given per kilometre using formula (2) [1, 2, 11, 12].
𝛼=

10
𝑙

𝑃

𝑑𝐵

log 𝑃𝑏𝑒 , [𝑘𝑚].
𝑘𝑖

(2)

CUTBACK METHOD
For the cutback method, the first step is to make a measurement at the end of the optical fibre
with a level meter in an assembly that is shown in Figure 2. The amount of light output from
the level transmitter must be measured. Then, the optic fibre must be cut one meter from the
transmitter, and have a connector attached to its end, as shown in Figure 3, and the
transmitter signal power has to be measured again [13].

Figure 2. Measurement of fibre attenuation for the cutback method.

Figure 3. Measurement of fibre attenuation in case of a cut fibre.

From the results of the measurements, the attenuation per kilometre can be determined using
formula (3).
1
𝑃
𝑑𝐵
𝛼 = 𝑙 −𝑙 10 log 𝑃𝑐𝑠3 , [𝑘𝑚] .
(3)
2

1

𝑐𝑠2

INSERTION LOSS METHOD
The insertion method is theoretically very similar to the cutback method, but first the power
of the leveller on a short thread is measured, then the level transmitter, as shown in Figure 4,
and finally the level again at the fibre end. This is shown in Figure 5 [3-5, 14].
The fibre attenuation can be calculated using formula (4).
1

P

dB

α = l−l 10 log Pcs1 , [km]
1

cs2

Figure 4. First measurement set-up for the Insertion Loss Method.
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Figure 5. Second measurement set-up for the Insertion Loss Method.

Comparing the two measurements, the latter proves to be more appropriate, even during a
plant measurement, since in this case the fibre to be measured does not have to be cut. When
constructing optical cable networks, an attenuation test report must always be prepared for
the future. In the event of an error, this is the first parameter to check. The simplicity of the
measurement is a great advantage, while, the fact that it requires intervention at both ends of
the fibre can be a disadvantage. In practice, it is advisable to connect the level transmitter and
the level receiver to each other at the beginning of the measurement using a short measuring
cable, and to set the reference levels relative to each other [6-10].

BACKSCATTER METHOD
Backscatter measurement has made significant advances in the determination of optical fibre
parameters. This measurement principle is most significant, as modern optical cable
management systems use this method to determine parameters and errors.
The method is based on Rayleigh scattering. A scattering occurs at the error location with
virtually every change in the fibre parameters, which spreads power backward through the
fibre. Scattering can be detected with a proper metering system. The attenuation or
attenuations can be rendered visual over the entire length of the fibre over time.
The instruments suitable for this measurement technique are called Optical Time Domain
Reflectometers (OTDRs). The measurement can be used mainly for the following purposes:
• determination of defective locations and their distances on optic fibres,
• measuring the attenuation of the connections,
• to measure the specific attenuation of optical fibres
By monitoring the backscatter, all significant features required for installation and operation
can be determined. Furthermore, compared to the previous two attenuation measurements, in
this case, the measurement can be done from one side, providing significant advantages for
quick measurement.
The principle of the measurement is as follows: A narrow light pulse is applied to the fibre
input. The light pulse propagates through the fibre, while the light is reflected to the input
from every continuity defect and the end of the fibre. At the fibre input, where the light pulse
was applied, we now connect a light-sensitive photodiode. From the backscattering signals
that the photodiode can detect, we can render a visual representation plotted against time, as
we know the speed of light propagating through the fibre [15, 16, 30].
A general block diagram of an OTDR instrument is shown in Figure 6.
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Figure 6. Block diagram of the internal structure of the OTDR.

If the fibre is constant throughout its length, the curve shows a steadily decreasing pattern.
Jump peaks appear at the end and beginning of the fibre, as the refractive index of the fibre
changes abruptly at these locations. In the inhomogeneous connection and bonding locations,
where the kilometre-specific attenuation is different from the average, steps are forming on
the curve. These are called reflective points. An example of a practical measurement by the
OTDR instrument during the research is shown in Figure 7.

Figure 7. Screenshot of an OTDR measurement.

The length of the fibre can be determined from the start-end-start run time of the light pulses
in the fibre. By measuring the time between peaks, the length of the fibre between the peaks
can be calculated. The distance to propagation velocity can be calculated using the time
differences and the refractive index using the following formula (5).
𝑐

𝑙 = 𝛥𝑡 𝑛,
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where l is the fibre length, c = 300 000 km/s; n is the refractive index and Δt refractive index
between peaks. The length attenuation can be read from the back-scattered
length-performance diagram. This image is shown in Figure 7.
Figure 8 shows the basic fibre length attenuation measurement, which can also be calculated
using formula (6), where l1 and l2 are the lengths of the measuring and the measured fibres,
and Pl1 and P12 are the power levels of the light pulses generated and received [17, 18].

Figure 8. OTDR measurement.

α = 2(l

1
2 −l1 )

Pl

10log P 1 .
l2

(6)

OTDR MONITORING OF OPTICAL TIME-DOMAIN REFLECTOMETER
In the course of the research, considering the state-of-the-art OTDR measurement
technology, it became evident that there is a solution which allows the in-service monitoring
of optical fibres. Such solutions include:
• Dark fibre monitoring when using WDM technology,
• Out-of-band monitoring,
• In-band monitoring,
• Broadband monitor port measurement
With the advancement of optical telecommunication devices, light sources with very narrow
wavelengths were developed. These are typically capable of radiating the same wavelength
with high stability to achieve a small chromatic dispersion. Later, it became possible to create
multiple data transmission channels on an optical fibre by applying appropriate wavelength
filters, thus significantly increasing the bandwidth. This is called WDM (Wavelength
Division Multiplex) technology. Within this technology, the CWDM (Coarse Wavelength
Division Multiplex) and DWDM (Dense Wavelength Division Multiplex) solutions are, in
principle, the same, but differ in their wavelengths used for telecommunications. With
CWDM, the channels are farther apart than with DWDM. The filters used to separate the
wavelengths of the technology are called WDM filters. Figure 9 below illustrates three
wavelengths for transmitting multiple wavelengths over a single optical fibre [27, 30].

Figure 9. Tri-band WDM filter.
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DARK FIBRE MONITORING
In the case of dark fibre monitoring, a backup fibre of a fibre-optic cable that is not used in
telecommunication, or an unused fibre is measured with an OTDR instrument. This
measurement provides accurate information on the continuity of the cable and changes in the
assumed ageing and attenuation processes. There is no need for expensive filtering and
coupling units, but one disadvantage is that it does not give a true picture of the state of the
optical fibre that is involved in data transmission, which may be relevant. Of course, this is
not a bad solution, since the parameters of the running fibre in a cable are the same and the
monitoring of a single fibre within a cable provides about 98% security during business
continuity checks. In a single cable, monitoring two strands means 99% security and
monitoring three strands means 99,8% security. The implementation should consider the cost
of the effort and the desired security.
The typical wavelength of the technology is the same as the standard wavelengths of
1310 nm and 1550 nm used in telecommunication. By using 1550 nm, the greatest possible
measuring distance is achieved, because at this wavelength the attenuation of the optical
fibres is the smallest. It can be implemented with an existing cable network, provided that it
has an unused optic fibre. A simple schematic of the technology is shown in Figure 10.

Figure 10. Simplified model of the dark fibre monitoring.

OUT-OF-BAND MONITORING
Out-of-band measurement is based on the principle of transmitting measurement signals to
the 1650 nm band in the optical conductor fibre, over the last CDWM 1611nm wavelength
channel, and displaying the reflected value on the OTDR display (Figure 11). Wavelength is
more sensitive to attenuation originating from fractures and bends. The implementation of
this technique requires filter units (WDM), so it is more expensive than the previous solution.
A drawback of this technique is that if there are multiple branches in an optical fibre, the
exact scattering and the backscattering resulting from the connection of the following
elements cannot be well distinguished. It is advisable to implement it before installing the
cable network. This method can provide 100% monitoring over the optical fibre involved in
telecommunications [26].
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Figure 11. Simplified model of the out-of-band OTDR monitoring.

IN-BAND MONITORING
The implementation of this method is similar to the out-of-band method, but this technique
uses one or more of the data transmission wavelengths, depending on the implementation.
Figure 12 is a conceptual diagram of the monitorability of a branched optical fibre. The figure
shows that there are 5 different λ wavelengths added to the cable using a “WDM filter 1”.
The different wavelengths are marked with different colours for the sake of illustration: λ1
pink, λ2 blue, λ3 red, λ4 green, λ5 orange. λ1 and λ2 are the wavelengths of the OTDR, while
λ3, λ4, λ5 are the wavelengths of the data transmission. If there is a branch in the light guide,
which is referred to as “WDM filter 2” in this figure, the branches can be separated by the
proper selection of wavelengths and the application of the appropriate WDM filter. As shown
in the figure, following the upper branch of the “WDM filter 2”, λ1 and λ4 (of which λ1
marks the OTDR monitor and λ4 is the data carrier) are passing through. Following the lower
branch, λ2, λ3, λ5 are passing through (λ2 is the OTDR monitor; λ3 and λ5 are the data
carriers).
The filters called “WDM filter 3” and “WDM filter 4” separate the appropriate wavelengths
for the terminals so that the signals used for data transmission and monitoring do not
interfere.
By switching between the λ1 and λ2 wavelengths of the OTDR instrument, the parameters of
the given section can be examined. In case of the λ1 OTDR test signal, the line “WDM filter
1” – “WDM filter 2” – “WDM filter 3” can be monitored. In case of the λ2 OTDR test signal
the monitoring of the line “WDM filter 1” – “WDM filter 2” – “WDM filter 4” can be
ensured.
This example illustrates that multiple optical wavelength signals can be transmitted on an
optical fibre. A disadvantage is that the wavelengths used for the measurement cannot be
used for data transmission. However, branched optical fibre monitoring can be implemented
by changing the OTDR output wavelengths. The measurement system can be installed even
in networks with built-in WDM filters. The transmission wavelengths need to be taken into
account, and a narrow bandwidth optical signal is required [26].
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Figure 12. Simplified conceptual model of the in-band OTDR monitoring.

MEASUREMENT VIA BROADBAND BRANCH-LINE COUPLER
At the endpoints of optical networks, full-band and wide-band junctions are used to monitor
port traffic (Fig 13). The input and reception of a measurement signal on this device allow the
implementation of the OTDR measurement. The measurement signal entered here is also sent
and received using a separator (WDM) filter, considering that the wavelength of the
measurement signal does not coincide with the wavelength of the data transmission signal.
From an implementation point of view, the input signal is fed to the receiving side of the data
transmission to avoid interference.

Figure 13. Conceptual model of an OTDR monitor installed into a branched network.

USING AN OPTICAL SWITCH TO EXTEND FIBRE MONITORING

452

Monitoring optical data connection between protected rooms in smart cities

In case of the above examples, the OTDR fibre monitoring was tested on single fibres.
However, with full control, each fibre would require its own OTDR instrument. This costly
solution can, however, be circumvented by the use of a fibre switching device, without which
these advanced fibre management solutions could not be implemented.
The Optical Test Access Unit (OTAU), which operates on the principle of a multiplexer, is an
OTDR-controlled fibre switching device that couples the instrument providing the
measurement signal to the fibre to be monitored. With the help of appropriate software
control, the fibres are switched on, and the continuous measurement is ensured by repeated
monitoring. Figure 14 illustrates the operation of the optical switch. The desired OTDR input
signals can be set for the channels and a reference value can be recorded during installation,
with regards to the measured values and diagrams. If the unit detects an error relative to the
reference, it will immediately generate an alarm. In case of this technique, the way fibres
queue up to be examined depends on the frequency of switching. The shortest amount of time
while a problem could be detected is equal to the amount of time the same fibre is tested
again [29].

Figure 14. Conceptual model of an optical switch.

Further improvements point to the increase of the speed of error detection. Accordingly,
continuous power measurement is performed on the receiving side of the controlled optical
fibres. Power levels are taken as reference during installation. The power meter is connected
to the OTDR controlling computer to form a complete monitoring unit. If the continuous
power meter detects a slip from the reference, the OTDR is immediately directed to the fibre
for testing. This eliminates the time gap that occurs in case of an unfavourable switching
order [19-23].

FAULTS AND CHARACTERISTICS OF OPTICAL NETWORKS
There are various approaches to classifying the faults in optical networks. However, in our
case, the most important type of error is increased line attenuation. The maximum power
emitted by the transmitter does not reach the receiver unit at the proper level due to the
increase in attenuation. Negative changes in attenuation are possible due to:
• change in fibre characteristics,
• degradation of connectors,
• changes in transmitter power and receiver sensitivity
CHANGE IN FIBRE CHARACTERISTICS
The attenuation of optical fibres may vary mainly due to the physical effects on them.
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Material structural stresses are induced due to the twisting and shear forces on the cable. These
stresses create inhomogeneous sections in the fibres, which result in local attenuation sites.
Another typical defect is the exposure of the cables – and thus the fibres – to high fibre
tensile forces. This effect also leads to material structure issues. If a fibre-optic cable and its
fibres are damaged by longitudinal contact, the entire section may become unusable [24].
Transverse rupture of the fibres may occur during construction, e.g. being cut through by a
machine. Of course, this leads to a complete rupture, which can be repaired by fibre welding
or section replacement.
Improper cable routing can also result in an increase in attenuation by breaking below the
smallest bend radius. In this case, if the fibres do not suffer permanent damage, the
attenuation resets to its original state once the error is eliminated. These errors are called
macrobanding errors.
DEGRADATION OF CONNECTORS
Each optical system connects to network components using connectors. These connectors
vary by cable types. Typically, faults in connectors can be traced back to mechanical faults
and/or issues caused by dirt getting into the network. The fibre ends in the connectors can be
flat, rounded (PC, UPC), or bevelled (APC), Figure 15.

Figure 15. Connector types.

The alignment of the connectors greatly determines the attenuation value. If a centrality error
or large air gap develops, the refractive index changes between the two photoconductor cores,
and causes unwanted attenuation in the transmission path.
Furthermore, it must be ensured that the connection of the connectors is uncontaminated, as
attenuation error occurs when contaminants go between the contact surfaces [30, 32, 33].
CHANGES IN TRANSMITTER PERFORMANCE AND RECEIVER SENSITIVITY
In this case, the error occurs on a device that is not dependent on the attenuation of the optical
network in question. This type of error means damage to the terminal equipment, which can
be solved by replacing or repairing the units [25, 28].
OTHER DEFECTS THAT CAN BE DETECTED BY THE OPTICAL FIBRE
MONITORING SYSTEM
In addition to the errors listed above, optical fibre monitoring can detect slow or intermittent
attenuation errors. This means that an alarm threshold is set as a reference value for the entire
line segment taken during the installation of the monitoring system. When the controlled fibre
attenuation reaches the set value of – 3 dB difference threshold, the control panel generates
an alarm.
Continuous thread monitoring can also detect errors that are difficult to detect with other
intermittent OTDR solutions. If the error does not occur for most of the time or the fibre
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parameter does not deviate significantly from the reference value, then there are only brief
moments when the attenuation increases somewhere in the fibre.
Such an error may be a mechanically unstable connector which, when periodically moved,
results in a significant attenuation or intermittent breakage of the optical fibre when it is, for
example, pinched by or pushed up against some parts of the rack cabinet.
Such continuous fibre monitoring equipment is also an essential means of protecting optical
fibres from an information security point of view. Attempt to intercept optical fibres may be
accompanied by an attenuation error that requires branching or bending. The resulting
attenuation may also be detectable. If the alert threshold for monitoring is sufficiently
sensitive, then the appearance of a small amount of attenuation can be immediately and
automatically detected [31].

SUMMARY
The subject of the present article is one of the fastest-growing, but also quite challenging
technical solutions for data transfer in smart cities. The fibre-optic used in light
communication has been overcoming its limitations and disadvantages since its first
appearance. Because of its advantages, this technology is an essential physical layer of infocommunication in rooms protected from the point of information security. The study
presented in this paper summarizes the principles related to the measurement of optical fibre
attenuation. It describes the measurement of the backscatter attenuation and the measurement
methods that can be implemented with OTDR. It then examines the potentials and
characteristics of optical networks. The research and its summary have a great importance, as
the technology and the monitoring system in question are slowly taking over the role of the
physical layer of longer-range info-communication devices, making a significant leap in the
quality parameters of telecommunications. Comparing the theses of the research with the
above findings, the correctness of the theses can be logically deduced.
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ABSTRACT
Nowadays, when preparations and implementations are under way for smart cities, the use of drone
systems in the safety of factories has come to the fore. Factories and industrial areas are complex
systems. Physical control is essential for their optimal and safe operation. Most of the inspections can
be performed with the use of human resources. However, efforts should be made to minimize the
human factor in order to make the system as automated and optimized as possible. Pre-programmed
routine tasks can be performed by drones, both indoors and outdoors. Dedicated drones are already in
use around industrial facilities, primarily for facility protection. However, in enclosed halls, it is not
easy to provide these tools with routine tasks, because indoor labor – material handling,
reconnaissance, and accident-free transport – requires orientation. Besides the production lines and
inside warehouse buildings, drones are already commonly used to perform smaller tasks, but the goal
is to ensure the right ratio in the human-machine relationship. In their technical implementation,
modern drones are assisted by various sensor systems (lidar, ultrasound, camera) that they are
equipped with. This article presents the application of task-specific drones in industrial areas, both
indoors and outdoors.
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Drone systems for factory security and surveillance

INTRODUCTION
We have seen many examples of outdoor use of drones in recent years. From hobby flight
systems to special drone systems, the field of application is very wide. Nowadays, the issue
of outdoors orienteering has already been resolved and is supported by GPS, but in the
framework of the Industry 4.0 concept, there has been an increased demand for indoor
navigation of drones. When it comes to indoor use, you have to face the limitations that are
not encountered during outdoor use. One of the biggest problems when trying to ensure safe
indoors flight is to determine the appropriate position and reference points [1, 2].

INDUSTRY 4.0 AND DRONES
The Fourth Industrial Revolution directs us towards intelligent manufacturing, that uses
information technology to change the way products are produced and reduce costs, and by
doing so, it is focusing on efficiency [3, 4]. By accessing real-time data, companies can
respond more quickly to customer interactions and product use interactions. Industry 4.0 is
primarily about new technology and new innovative business models. During production, a
single drone can be used in complex systems as a mobile sensor that transfers data from
physical production processes to production control. Manufacturing companies have already
used autonomous robots in the production and handling of products. Autonomous entities
become more and more widespread [5-7]. A specially equipped drone works like a flying
robot. Such a device can be integrated into assembly and manufacturing workflows to enable
companies to operate more easily, efficiently and safely. Integrating drone technology into
industrial manufacturing and control processes is becoming increasingly important. Figure 1
shows the rate of use of drones in the current market [8, 9].
Drones can become an integral part of industrial controls, as they can perform a task without
human intervention for long periods of time in difficult to access or unsafe locations. Using
high-definition cameras and Internet of Things (IoT) tools, drones can quickly identify key
control points and provide information about the target being checked. Thanks to bidirectional

Figure 1. Drones in construction 2018 [10].
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communication, the IoT platform provides an opportunity to analyze data immediately and
identify problems. This autonomous drone, created with this knowledge and insight, is a
preprogrammed aircraft that is capable of self-handling without operator intervention [11].
Hardware and software conditions required for fully safe collaboration of people and drones
and the integration of drones in the production process:
 secure flight in an indoor, enclosed area with sensors, cameras, and intelligent object
recognition and collision prevention algorithms,
 immediate situation recognition and real-time response to unexpected situations and
obstacles ,
 the ability of drones to connect and communicate with other drones, machines, devices
and people via IoT devices mounted on board,
 recognition and identification of the assigned markers,
 ability to make decisions independent of the pilot using artificial intelligence,
 automatic data upload and synchronization with a cloud-based database,
 flight time – battery capacity optimization,
 modularity. Drone configurations should be plug-and-play configurable to work as a
module that can be added to existing processes.
OUTDOORS ORIENTATION
When it comes to outdoors, orientation is perfectly solved nowadays with Global Positioning
System (GPS) and Global Navigation Satellite Systems (GNSS). Satellite positioning allows
us to determine the right position via different kinds of GPS and Glonass. The accuracy is
only a few centimeters. This can be further enhanced by a combination of Real Time
Kinematic (RTK) systems. GPS is sufficient for outdoors orientation and positioning, but not
for recognizing obstacles in the flight path. There is a simple reason behind this. When it
comes to GPS and GNSS, the codes transmitted from satellites do not contain any land-based
feature information. Also, the GPS receiver's map database does not include the exact
location of the features. GPSes work reliably, but their operation depends on outside
organizations. If for some reason these systems do not broadcast information or deliberately
send incorrect information to the GPS receivers, then the whole system becomes inoperative.
Figure 2 shows a flight route plan around a factory. The observation drone keeps track of the
landmarks in a safe height and distance along the route only with the help of GPS. This can
be combined with a sensor system placed on the drone.
GPS cannot help drones to perform tasks without collision in an industrial facility or within a
building. Only various proximity sensors mounted on the drone are a solution for detecting
and responding to various obstacles in the flight path. The real-time data from the sensors is
processed by the flight controller, which then either corrects the flight path for accident
avoidance or entirely stops the drone. In premium category drones, the default setting for the
Security Proximity Sensor is to override the pre-written flight plan or the drone pilot command
in case of a possible collision [12, 13]. These sensors operate on a variety of measurement
principles, ranging from a simple ultrasonic Doppler-effect rangefinder to the intelligent
object recognition algorithm of today's state-of-the-art 3D camera image analyzer [14-16].
On-board sensors for supporting drone stability and autonomy
Autonomous sensors ensure the stable flight and floating of the drones. These sensors are not
connected to a global system such as GPS. The drone's flight controller processes and
evaluates the data sent by the sensors then decides based on a pre-written or learned
algorithm. The sensor data can only be sent for monitoring to the drone pilot or the drone control
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Figure 2. Drone performing a routine task using GPS.

control system. Even the simplest drone requires simultaneous processing and evaluation of
multiple sensor signals for air retention and positioning [17].
Gyroscope
There are many gyroscopes that use different physical phenomena, such as rotation speed. To
date, these devices have been completely replaced by the most common
microelectromechanical systems (MEMS-systems) created by the combination of small
microelectronics and mechanics. MEMS-type gyroscopes keep a small mass in constant
vibration and regularly measure the deviation for the initial vibration plane. The differences
are measured by the determination of the Coriolis force known in physics.
Accelerometer
The geometric size of the MEMS accelerometer sensors allows us to combine the sensor with
other sensors for more accurate positioning. Their operation is very similar to the operation of
a gyroscope. Inside the sensor, there are two comb structures that form a series of capacitors.
When the sensor detects acceleration, the mass moves and causes a change in the capacitance
of the capacitor.
Magnetometers
The principle of MEMS magnetometers is based on the Hall-effect. If a current flows in a
conductor or a semiconductor and is placed in a magnetic field, the Lorentz force acts on the
particles carrying the current, so there is a potential difference on both sides of the conductor.
This potential difference can be measured.
Barometer
Most barometers used in drones are piezoelectric barometers (based on the MEMS system).
A piezoelectric insert is located behind an opening in a cavity, completely blocked from its
surroundings. In this cavity, an air mass value is recorded as a reference value. With the
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change of height, the air pressure also changes, which deforms the piezo tile and results in a
measurable electrical potential difference proportional to the air pressure.
Ultrasonic distance meter
The ultrasonic distance meter operates on the principle of the Doppler effect. The transmitter
of the device transmits in the ultrasound range (40 kHz), which is reflected from the objects
into the receiver. The electronics calculate the subject distance based on the timing of the
reflected signals. In drones, these sensors are usually used as a ground-level altimeter or to
avoid large obstacles such as walls or ceilings. This is one of the most important elements of
indoor orientation. The advantage of the ultrasonic distance meter is that it is accurate even in
poor visibility due to its operating principle. Its disadvantage is that its operation is only reliable
for a few meters, and smaller, thinner objects such as electric wires are not noticed by it.
Optical flow
Continuous images recorded with the camera enable the speed of the drones to be measured.
Their operation is very similar to that of a computer mouse. A low-resolution camera (below
1 MP) produces images at a very high refresh rate and produces a difference image using an
algorithm. The two consecutive images and the change in time determine the horizontal speed
of the aircraft. The accuracy, in this case, is determined by the processing algorithm, the
quality of the images and the refresh time.
Stereoscopic cameras
With the advancement of technology, not only high-resolution cameras are available to be
mounted on board, but also special recording cameras. They analyze images with artificial
intelligence algorithms and directly help with navigation. Two-camera distance measurement
is based on photogrammetric principles. By highlighting the common characteristic points of
the two images, an algorithm can be used to determine the distance between the objects in the
image. The quality of the finished dot net is the same as that of the cameras. This
technological element is usually used to avoid obstacles, although it can also be used for 3D
mapping of the environment.
LIDAR
LIDAR (Light Detection and Ranging) is an optical space mapping technology that lets you
determine the distance of objects. Laser light consists of a pulse emitting transmitter and an
optical sensor facing in the same direction that reads the reflected laser pulses. The
measurement works on the principle of the Doppler effect. The narrow opening combined
with a 360-degree rotating motion allows LIDAR to construct a complete panoramic image
of its environment.
LEDDAR
The LEDDAR (Light-Emitting Diode Detection And Ranging) sensor is a further developed
version of LiDAR technology, without the complex rotating mechanics. There is a great
future ahead for this new generation device in Geographical Information System. Due to its
size and price, it could be the most reliable sensor for drones. The angle of view depends on
the optics. The sensor device can detect multiple objects simultaneously and determine their
distance with millimeter accuracy. Depending on the angle of view, it detects objects up to
100 meters away. Obstructive objects nearby are illuminated by the built-in infrared, so the
sensor can also be used in the dark.
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Flight modes
Table 1 shows the general flight modes of advanced drones, outdoors and indoors [18].
Table 1. Flight modes for drones for outdoors and indoors. Light shaded – flight is not

dangerous, dark shaded – flight is dangerous, flight mode is not optimized for the location.
Outdoors
Indoors
Manual mode
Full manual mode
Manual mode with proximity sensor data
Manual mode - except for No-fly Zone
Automatic mode
Automatic mode based on route plan, no proximity sensor
Automatic mode based on sensor data
Emergency flight mode
Return on the shortest route with Ascension and Go Home
function
Return due to deviation from automatic travel direction
Return due to a technical problem
Positioning and navigation within buildings
GPS systems are well known in the determination of outdoor location. However, positioning
inside buildings is a major challenge. The satellites usually do not reach the covered areas
and the system would be unusable anyway due to interference. For these reasons, indoor
positioning systems have received increasing attention over the past decades. The safe
operation of indoor forklift trucks, such as servo robots and controlled trucks, is based on
sophisticated technology. Due to the two-dimensional space of maneuver and the low speed
of robots, the number of unexpected incidents causing accidents is negligible. However, this
is not always the case for drones. In addition to the horizontal two-dimensional movement,
these devices can move in a vertical direction, and are also faster, so, the security
requirements for indoor drones are much higher [19, 20].
Indoors, task-specific drones use a particular, dedicated path to perform their task. Tasks may
include taking pictures or videos of objects, material handling, workflow, and people. In
order for the drone to safely perform its assigned task, the control system must continuously
know the current position of the device with centimeter accuracy. An unexpected event may
occur at any time on the assigned route, to which the drone must respond immediately. For
indoor flight planning, we need to be aware of all the landmarks (such as walls, furniture,
machinery, conveyor belt) that are present where the drone system is being implemented. The
location of landmarks greatly influences flight operations (eg material handling, tracing). In
order to avoid a collision between drones and landmarks, zones in which the airplane can
move freely, and zones where the flight is prohibited must be selected during the training
phase. If the path of the starting point and the point of arrival or route alternatives are
unknown during task completion, route optimization cannot be performed in advance. In
addition, if an unexpected obstacle also affects the direction, then the execution schedule of
the planned tasks will also change [21].
For these reasons, indoor positioning systems have received increasing attention over the past
decades. The position of an object placed in a three-dimensional space can basically be
determined by two principles. Either the object determines its own position in space, or we
determine the position of the object from the outside. The first version is ideal for drone
systems because coordinate information must be processed directly on the drone. Figure 3 shows
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Figure 3. Drone performing a task based on a roadmap using indoor positioning [10].

the elements of an indoor location system. In a confined space, fixed transmitters emit a
unique code sequence into the space that the drone sensor receives and the device calculates
the exact position of the receiver unit (drone) based on an algorithm [22].
There are many different positioning systems based on infrared, ultrasound, RFID, ZigBee,
and Bluetooth technology, each with its advantages and disadvantages. Of these standard
systems, Bluetooth 5.1 is the one capable of positioning with centimeter accuracy, but the
range of technology does not allow stable operation in an industrial-scale environment. The
most commonly known radio frequency positioning generally uses the Received Signal
Strength Indication (RSSI) method, which determines the position of the devices by
triangulation based on the strength of the detected signals [23]. However, these measurement
procedures are unreliable in terms of accuracy. The exact positioning can be solved by the socalled Angle of Arrival (AoA) and Angle of Departure (AoD) measurement procedure shown
in Figure 4. The essence of AoA is that the transmitter device first uses a single antenna to
send a directional data packet that the receiver detects with multiple antennas. The system
algorithms calculate the arrival angle and direction of the signal based on the minimal delay
the packets arrive with to the antennas.
AoD is the opposite of AoA. Here, a sending device works with several antennas, from which
it simultaneously sends signals to the receiver with one antenna, for positioning purposes. The
signals arrive at the receiver with a delay, so an algorithm can calculate the direction from which
the received signal was received. This principle is the most similar one to satellite positioning.
The clearer the view of the transceivers and receivers, the more accurately the technology
works. Objects and walls in the path may cause interference, impairing accuracy [24].
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Figure 4. AoA and AoD system positioning.

Systems for flight support and data acquisition
The drone sensor system assists in the safe execution of tasks, both indoors and outdoors. To
achieve this goal, it is necessary to create a hardware and software environment that is
responsible for flight planning - determining routes, turning points, and altitude. The system
is able to stay in constant communication. With the help of an operator, a so-called work
management option can be implemented, which ensures that the flight plan is modified on the
move. The operator can track the changes and the current position of the drones on a properly
designed graphical interface. It also makes it possible to monitor drone sensor data - eg.
distance detection, speed, charge level, flight altitude. In these systems, the data is processed
continuously, so that the operator can be informed about the measurement results even during
the task completion, and, if necessary, can intervene manually.

CONCLUSION
The drones need to become smarter in order to optimize industrial processes, maximize their
utility and be widely accepted in future factories. If all these criteria are realized, they can be
applied in engineering, maintenance, critical infrastructure management, and asset
management operations. The use of drone systems in the industry clearly offers new
opportunities and new innovative business models. To accelerate manufacturing processes,
companies are trying to implement these new innovative technologies into their systems to
make their processes safer, more reliable, and more predictable. The drones appear as a new
alternative in this area (eg.: swarms of autonomous drones). From an industry standpoint, the
implementation of this technology can be ideal in the automotive industry. This is projected
by test plants in car parts manufacturing (eg Subi-Ker 2000 Ltd. factory and innovation
center) [25-30].
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ABSTRACT
According to international statistics, Hungary has a high ratio of black economy. On December 31th of
2017, the number of registered corporations reached 1.7 million, of which 395 910 were registered in
Budapest [1]. There is a clear need for such measures and developments that are aimed to track
corporations at the e-government level, and such infocommunicational equipment and services that
essentially promote the arrangement of data. Black employment is one of the most easily identified
territories of the hidden economy. Employers must register the working hours, and they are also
responsible for the factual, real and entire content of the registry. A number of entry systems are
available which – besides ensuring electronic protection – are also suitable for registering the working
hours. These systems, however, have both advantages and disadvantages, and different types of abuses
have become widespread. The purpose of the study is to provide an overview of these systems based on
their ability to reduce black employment and the limitations of their applicability from the point of data
protection, with particular attention to the introduction of the General Data Protection Regulation of the
European Union from 25 May 2018 in all member states. Employers manage data through their
legitimate interest on web and telephone usage, control of emails, or even GPS-based location
information. Likewise, legitimate interest is also the basis of the introduction of workplace monitoring
systems. To reduce the size of the black economy, the use of an electronic system would be the most
suitable tool – which would transfer the information extracted from the system to an immediate tax
authority – based on the patterns of online cash registers or online billing programs. This, on the one
hand, could provide the basis for the necessary identification and work documentation, but on the other
hand, it raises the risk of excessive data handling, which is illegal.

KEY WORDS
hidden economy, black employment, access control systems, security solutions, e-government

CLASSIFICATION
JEL:

H26

*Corresponding author, : d.piri@globalprofit.hu; +36 70 456 1812;
*OE-BDI office, Nepszinhaz str. 8, 1081 Budapest, Hungary

Possible smart city solutions in the fight against black economy

INTRODUCTION
As a result of accelerating urbanization, our cities have to face new challenges. Smart city
theories are searching for solutions to the challenges of the present age, using the tools of the
present age, primarily through the use of infocommunication technologies. The key objective
of a smart city is to improve the efficiency and effectiveness of city operations. In addition,
improving the quality of life of the citizens and raising the standard of living are significant
aspects as well, in a way that remains respectful towards natural resources. The main rating
indicators used by city rating agencies are primarily technology, economy, governance and
politics, as well as human, social and environmental issues. In Europe, Hungary is
unfortunately among the last countries on the list next to Romania and Bulgaria. In many
respects, the economic factor is one of the most important part of the smart city system. The
performance of the economy plays a key role both in measuring effectiveness and in
financing technological innovations. Smart economy is based on productivity, the adoption of
new and developing industries. Its fundamental goal is to ensure a skilled workforce and to
create the highest extent of flexibility in the labour market. Governance and the political
segment are also important factors in the smart city initiative. The aim is to create an
administrative sphere that can, through the use of infocommunication technology, create a
cooperative, transparent office system. Widening the sphere of services and improving their
accessibility and integrity greatly promote the development of society integration. An
important goal is to reduce bureaucracy and increase the role of responsibility. The role of the
e-administration system should also be emphasized in this field. Extending a number of
services, such as a unified register, the development of healthcare and the reduction of
administrative burdens substantially increase the quality of life of smart city citizens, while
these innovative solutions at hand improve the standard of living [2].
The hidden economy is a very complex economic phenomenon. It can be detrimental to the
real, so-called “white economy”. Hidden economies require increasing attention due to their
internal dynamics, and their operation requires coordinated responses both at national and
international levels. Based on the results of his international comparisons, F. Schneider – one
of the most prestigious researchers of the “shadow economy” – quantified the presumed
ranking of the hidden economy of countries in the world. According to the survey, in the
developing countries, the size of the hidden economy (expressed as a percentage of the
official GDP) was 19,8 %, in Eastern and Central Asia (transition countries) 38,1 %, while in
the OECD countries 18,7 %. In the specific rankings, Hungary is ranked 44th, while in the 21
transition countries it is ranked 3rd with a 25,8 % of the GDP order of magnitude [3]. These
activities make it impossible to determine the real economic performance of economic
operators, which leads to a deterioration in the tax morale, and as a natural result, the budget
receives less revenue. Its ethical effects cannot be neglected either, as they act against the
basic rules of free market economy and also against free competition. Revenues from hidden
economic activities can upset the balance between the economy, politics and even the armed
organizations, which may lead to the destabilization of a country or a whole region [4].
Combating the hidden economy and its scale is an important political objective for all
countries. Corruption is similar everywhere in the world, in all political-economic systems, to
a lesser or greater extent [5], but the present study is not intended to examine this problem.

CONSEQUENCES
The ratio of black economy in Hungary is high compared to international practice. One of the
well-identified areas of the hidden economy is black employment. An important step in the
tax behaviour of companies is the decision to declare and pay labour-related taxes and
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contributions. Due to tax evasion and tax avoidance, the validity of the companies’ income
data can be questioned at several points. Both the actual number of the formally employed
and declared staff and the wages actually paid to them are questionable. In both cases, actual
labour costs are different from those calculated formally and statistically based on tax
declarations. The validity of the headcount data can be questioned at two points. One typical
practice in the hidden economy is the employment of undeclared workforce and the handing
over of the payment in cash, without any documentations. In this case, both the company, and
the black employee commit tax evasion. It may also be a case of tax evasion, when employee
person acts permanently as a subcontractor, with its own company or enterprise [6]. Within
the framework of black employment, the most commonly used methods include the
employment of undeclared employees, the pretence of a legal relationship or a simulated
business contract, and the employment at a minimum wage. Each method significantly
reduces the budget payment obligations. For this reason, there is a need for a number of steps
to be taken in this area.
When Hungary joined the European Union, a new, uniform labour database was introduced
(EMMA), which obliges all employers to register their employees. The EU and OECD
guidelines are regularly reviewed and considered in Hungary [4]. These policy approaches
can take the form of tax measures, direct, fiscal measures, work regulations, and other applied
interventions or government measures. Government measures include the enforcement of
laws and the identification of violators. The classic way of reducing the hidden economy is to
increase the severity of punishment. This solution seems fairly obvious and is widely used.
Fines and other applicable measures in case of the employment of undeclared employees are
specified in the Act on Taxes.
The taxpayer must be subject to a default penalty of up to HUF 1 million when employing or
if employed as an undeclared employee. In addition to imposing default fines, the tax
authority may close the premises of the taxable activity for 12 opening days if the taxpayer is
employing an undeclared employee. In case of a repeated violation the closure period is 30,
and in every additional cases 60 days of opening. The room is sealed with a tax authority
stamp, clearly indicating the termination period and the fact that the business was closed by
the tax authorities. In the event of blocking the closure, the tax authorities may use the police
to cooperate, according to the provisions of Sections 170-174 of the Art Act [7]. This visible
action obviously causes not only financial damage to the taxpayer, but also a significant loss
of prestige, which can lead to further material damages. In addition, according to Section 82
of the Ávr, the National Taxation and Customs Authority (NAV) continuously publishes the
name, registered seat and tax number of those taxpayers on its website who have not fulfilled
their obligation to report the establishment of an employment relationship [8].

DECLARATION OF EMPLOYEES, WORKING HOURS REGISTER
According to Section 16 of the Art, the employer must report the employee to the tax
authority before the beginning of the employment, if he establishes a new insurance
relationship, i.e.: at the beginning of the insurance, at the latest on the first day of the
insurance relationship before the start of the employment [7]. The proper keeping of the
working time records is the duty of the employer and therefore it is responsible for keeping
the records factual, true and complete. The records kept by the employer must comply with
the requirements of completeness, verifiability, updating and credibility, while it also has to
be found at the place of work. Under Section 134 of the Labour Code, the employer must
record normal and extraordinary working hours, duration of standby and leave. The register
must also be able to keep the normal and extraordinary working hours and the start and end
times of the standby up to date [9].
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The access control systems represent one of the key areas of security electronics. Their
primary purpose is that entering and residing in a given area can only take place by
authorized persons. Access to different parts or areas within the objects can be separately
restricted. Thus, the access control system basically regulates, but the owner and operator of
the object have the possibility to use other services of the system, such as the work time
register already mentioned. First, the access control system has three main functions.
Identification of the entry entitlement and identification of the persons entering the passage
control. Of course, the archiving and storage of events are a key function of the system as
well as logging. The basic elements of the access control systems are access points installed
at the entrances of the objects, premises and areas that are connected to a computer centre via
the local communication network at online systems. This centre should be able to make
complex choices regarding the number of persons, the eligibility of persons in the given
audited space, the existence of the rights related to the tasks to be performed (the qualification
of certain persons as above) requires a joint assessment of the signals from the sensors
reporting the functionality of the technical equipment to ensure the operation of the facility [10].
Electronic work time recording systems are also suitable for reducing black employment,
however these methods have disadvantages as well (Table 1). For these systems, it is very
important that the logging data cannot be retrofitted so that they can provide stable,
retrospective, analytical records for payroll and contribution disclosure. The knowledgebased identification methods are best known for password-based authentication. The
disadvantage of this method may be that employees can easily pass on passwords to each
other, so this can give rise to abuse, as it cannot be identified whether the password was given
by the employee who really owns it or by someone else In this method, no physical presence
is required from the employee; a single person can enter several codes, while the others are
not actually present. Data is electronically logged when the employee is identified. It is also
important to pay attention to the correct password selection so that the password cannot easily be
guessed. In addition, it is also important to have adequate data protection, that is, the correct
storage of the sample patterns used for comparison, so that unauthorized persons cannot
access it. It is advisable to increase the protection by changing passwords from time to time.
In the case of possession-based identification, the use is generally simple, and there are rather
cheap and relatively expensive solutions as well. It is safer than password-based
authentication, because the card needs to be passed in order to register for someone else, but
it still does not provide protection against pre-planned fraud, as the card previously delivered
can be validated by someone else than the actual cardholder, since it is the card that is
identified and not the specific person. Thus, if an unauthorized person gains possession,
unauthorized access is possible.
However, biometric identification is becoming a key element today, whether it means
fingerprint reading, vein-network scan, retinal scan or face recognition. It has a wide range of
uses, which can be found everywhere from access, through the registration of working hours
to the unlocking of mobile phones. Biometric features are unique to every person, and such
identification is very reliable, efficient, and convenient. The risk of abuse is much smaller in
size than in the case of cards (stolen or borrowed cards are a known problem). Combining
multiple identification methods (two- or three-level identification) further reduces abuses. In
contrast to knowledge and possession-based identification, here it is the person him-or herself
who is identified. Each biometric system is based on biometric patterns or templates that are
collected in advance and then used for comparison later. There are two basic ways to handle
biometric patterns. The first is to store the samples in a database or in the reader memory.
The second uses ID cards to store unique patterns. Naturally, this method may have
disadvantages as well. These systems are fairly expensive. For this reason, they have not been
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Table 1. Advantages and disadvantages of working hour register systems.
REGISTER

Paper based attendance sheet

Working hours recording by a
dispatcher or a gatekeeper

CHARACTERISTICS
it is very easy to falsify, fill in afterwards
lacks any automatism or "intelligence"
its accuracy is largely influenced by human neglect
the time of entry is not logged, so it can be filled in at any time
human interaction is still high, but the person making the entry is
different
friendships, hostilities can be enforced in the system
the time of entry is not logged either

Electronic working time
recording systems

Knowledge-based
identification

Possession-based identification

Feature-based identification

Modern mobile solutions

the employee can identify him or herself with a code or password
codes and passwords can easily be passed on to each other
it cannot be made sure that the employee be there in person
no physical presence is required from the employee
one person can use more codes while the others are not present
it is electronically logged
a proxy card or some other device is possessed by the employee
it is safer than knowledge-based, because the card needs to be
handed over
it still lacks protection against pre-planned fraud
here too, it is the card that is identified, and not the real person
such as biometrics, where, for example, the fingerprint can be used
for identification
the safest system, the employee has to be present here
a suitable biometric system should be chosen for the right place
high price
it is a mobile application and registration is carried out through
these
modern, emerging solutions
they are not too widespread, very little experience is available
through the phone it is easy to handle the start of working time and
holidays
can be optimal for non-stationary workers (GPS)

widely used to record working time or to facilitate payroll, but there may be a number of
areas or industries where they need to be introduced because of high security requirements
which demand the biometric entry of the employees, and where the differentiation between
employees and non-employees may only be made this way. Nevertheless, this conclusion
must be based on an individual examination in each case [11].

LIMITATIONS OF THE APPLICABILITY OF THE ACCESS SYSTEMS
– DATA PROTECTION
The employer is entitled to monitor the work of the employees and their fulfilment of other
labour law obligations as a result of the employment relationship. This right is also ensured
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by the Labour Code. However, this monitoring is limited by the personal data rights of the
worker concerned, which includes the right to protect their personal data. Until recently, the
field of data protection had been defined in Hungary by state regulations. It is worthwhile for
the employer to consult the provisions of the Act on informational self-determination and
freedom of information when implementing a registration system [12]. However, this
framework-based directive has been replaced by a regulation of the European Union that is
uniformly applicable in all countries in order to create a single internal market. The General
Data Protection Regulation of the European Union (Regulation No 2016/679 or GDPR) [13]
has already been in force for two years but it has only been applicable in all Member States
from 25th May, 2018. These rules are accompanied by unprecedented penalties. The difficulty
is further enhanced by the fact that under the new rules the SME sector will not be exempt in
any area. Personal data may only be dealt with for a specific purpose, for the exercise of
rights and for the fulfilment of obligations. At all stages of data management, the purpose of
data management must be appropriate and the recording and handling of data must be fair
and legitimate. In addition, only those personal data that are essential for achieving the
purpose of data management can be handled to achieve this goal. Personal data can only be
handled to the extent and for the duration required to achieve the goal. For example, the use of
biometric technology in different countries is regulated differently. It is therefore important to
know the local regulations prior to making biometric technology decisions. At the same time,
it is necessary to observe the purpose-bound data handling principle, to consider the
obligation of data-minimalisation, and in case of several identical data management methods,
to choose a method that least restricts the rights of the affected persons or that does not
include employer data management. Because of these requirements, for the purpose of
payroll and working hours control, the use of biometric data is not the most suitable solution.
The basic rule of data protection is that the employee must always be informed of all
circumstances. Under Section 10 (2) of the Labour Code, the employer is obliged to inform
the employee of the handling of his/her personal data. In addition, the employer may disclose
any facts, data, and opinion about the employee to a third party only in cases specified by law
or with the employee’s consent. One exception is the forwarding of personal data towards a
data processor. For the purpose of fulfilling the obligations arising from the employment
relationship, the employer may transfer the employee’s personal data to the data processor,
for example, to the accountant, by indicating the purpose of the data supply, as defined by law.
However, the employee must be informed in advance; therefore the transfer of data should be
included in the policy. The employer may also monitor the employee in his/her employment
relationship. If the employer exercises the right of monitoring, he or she must previously
inform the employee of the application of the technical means for monitoring. The legitimate
interest of the employer is the main legal basis for data processing at work. This is an
important facilitator for the employer, which includes for example the checking of web-use,
phone calls or e-mails, or even GPS-based positioning. Similarly, this lawful interest provides
basis for the use of workplace surveillance systems, which must meet various other conditions.

CONCLUSIONS
In conclusion, besides being able to reduce black employment, a good system must meet the
following requirements: it must ensure that the person is fully identifiable, the beginning and
the end of working time is logged; and neither the employee nor the employer could modify
the data and the automatism of evaluation of reports and offenses. There are various methods
available for time recording, each having their advantages and disadvantages, and different
degrees of misuse. To reduce the size of the black economy, the use of an electronic system
would be the most suitable tool – which would transfer the information extracted from the
system to an immediate tax authority – based on the patterns of online cash registers or online
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billing programs. However, this raises a number of issues, including the cost requirements of
different systems, the extent of which may not necessarily be passed on to all business sizes.
Also, it must not be forgotten that various legal questions and data protection issues may
arise. Before the introduction of a system – from a data protection perspective - a so-called
‘interest-weighing’ test should be carried out, in which the legitimate interests of the
employer must be examined, the interests of the workers concerned must be identified,
consideration must be given to the individuals’ rights and interests, a necessityproportionality test must be performed and the result of these must be brought to the attention
of the data subjects. Otherwise excessive data handling might occur, which is illegal.
Considering the observation of the principles of Article 5 of the GDPR, personal data must be
handled only to such extent that is actually required to ensure the rights and obligations
originating from the labour relationship. Certain data management operations, even with the
employee’s consent, may raise concerns. For example, an examination of work by an
electronic system, or the use of photo IDs at work (access card, email photo ID, etc.).
Despite the fact that the tax policy remains the most obvious means to enforce tax payments,
or the policy of deterrence, which implies that greater fines and penalties result in better
enforcement, it can have an opposite effect on the side of taxpayers. The enforcement efforts
can increase tax compliance, but extreme punishments can be counterproductive as they might
result in lower tax payments and in a loss of confidence in state institutions [14]. The government
and public administration can reduce the tax rate and the intensity of regulation, but it also
has to strive to achieve socially optimistic rates of taxation and regulation. Therefore, it can
be stated that there is an optimal degree of hidden economy in every economy, where it is not
worth increasing or further reducing the fiscal expenditures on tax audits.
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ABSTRACT
Building and operating a smart city can only be based on solid foundations. However, such solid
foundations – for example architectural, mechanical, IT, security, etc. factors – are unavailable or
incomplete in most cases. Consequently, the process should begin with their design and construction.
A construction site and its arrangement changes day by day. The building process of the structure of a
building may be an important change, as, for example, after the substructure phase, the construction of
a new level is completed in every two weeks, or after finishing the structure, the internal walls and the
infrastructure of the building are added. These changes on the site, and the resources, needs, rules, and
(work) processes necessary for such changes also keep changing. From the aspect of safety-science
this means that new threats appear, the frequency of potential risks changes, and the extent of damage
changes. The purpose of this article is to briefly describe the security issues relating to the building
processes of smart cities, highlighting the field of information security.
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INTRODUCTION
“The development methodology of settlements or groups of settlements, which advances the
natural and man-made environment, digital infrastructure, the quality and economic
efficiency of services with the use of modern and innovative information technologies in a
sustainable fashion with the enhanced involvement of the population” [1].
Therefore, the smart city is a city that uses data and technologies to improve the lives of its
citizens and businesses. The key technologies behind the success of a smart city are the IoP
(Internet of People) and the IoT (Internet of Things) [2].

Figure 1. IoT devices [3].

The number of IoTs is well above that of the IoPs [4]. An increasing number of buildings,
objects, or items are now equipped with some type of sensors (of light intensity, temperature,
pressure, motion, or other physical, chemical, physiological impulses) [5]. Such sensors are
the sensors of the IoT system, which are connected to the IoT platform through different
networks and nodes.
The devices use these sensors to probe the environment from time to time (sound, air
composition, visual images, etc.). The environment can be interpreted at several levels, such
as a person or object, room, facility, settlement, etc. even globally.
Some specific examples are:
 a wrist watch that measures heart rate,
 a smart TV searching for voice prompts,
 an engineering control centre of a building, which adjusts the room temperature on the
basis of human presence, set temperature and sun sensor data,
 an urban surveillance camera that records and transmits live images of people in public areas.
The signals reach the information processing site via (either wired or wireless)
communication channels. The “size” of the data processing centre is fundamentally
determined by the task assigned to it.
In China, a Social Credit System is planned to be introduced by 2020. The basic idea of the
system is that the state can directly influence citizens by granting or denying certain activities
based on the scores associated with the citizens' electronic profile. For example, people who
have an insufficient amount of points, will be deprived of the chance to purchase a train or air
ticket [6]. In March 2018, 9 million airline tickets and 3 million train tickets were blocked [7].
477

R. Pető and D. Tokody

An interesting element of the system is that currently surveillance is supported by 200 million
cameras in the country with nearly 1,4 billion inhabitants [8-10].
The centralised management of technological devices comprises a challenge in itself, not to
mention the analytical and data management processes. In the beginning these resources are
not available, they must be developed and operationalized [11, 12].
Unfortunately, for the past several years in the construction industry, I have not experienced
any development in the field of security technology (and IT protection in particular) in largescale (and small-scale) construction projects. One possible reason for this may be that the
construction sector has an extremely high percentage of undeclared work force: “According
to the Labour Inspectorate of the National Tax and Customs Administration (NAV), in the
first three quarters of 2015, the construction sector had the highest level of undeclared work
force – nearly 3 300 inspections were carried out in construction companies, and more than
two-thirds of them were found to have some irregularities. Undeclared work means
employment bypassing labour and tax regulations and other employment legislations” [13].
The following chapters will briefly review, in general terms, the security problems
encountered during construction processes.

PARTICIPANTS OF A CONSTRUCTION PROJECT
This chapter describes the actors involved in the construction process and their roles, as well
as the organizational plan process, which is important for implementation and, at the same
time, for safety technology.
THE CUSTOMER
The customer identifies the investment to be realized. (S)he signs a contract with a general
contractor on the construction, acquires building permissions, monitors the construction
work, covers the costs of building and later those of maintaining the facility, etc. The
necessary expenses are covered from own resources or from a bank loan [14].
THE GENERAL CONTRACTOR
The general contractor enters into an obligation to carry out construction and technology
work in a comprehensive manner. The general contractor's scope of responsibilities includes
“assembly preparation work (fence building around the construction site, constructing
electrical transformers and measuring points, installing site buildings, constructing temporary
roads); civil engineering work (excavation, building foundations, substructures, public
utilities and doing ancillary work); overground construction work (supporting structures,
partitioning structures, cladding and finishing work, interior decoration, installation of doors
and windows and their ancillary work); building engineering (installation of water and gas
supply systems and sewerage, lifts, installation of central heating, electrical fittings, building
installation and fitting work and their ancillaries); withdrawal and follow-up work, and
contracting (with the customer in the case of a general contractor, or with the general
contractor in the case of subcontractors. The task of the general contractor is to select
subcontractors, suppliers, service providers involved in the implementation and contracting
through direct calls for tenders), to complete implementation in accordance with the terms of
the contract, to perform trial runs with the completion of additional work as required, to
report to the customer, to hand over the facilities during the procedure (with the delivery of
handover documentation and other necessary documents to the customer), and to fulfil the
warranty obligation” [14; pp.6-7].
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SUBCONTRACTORS
Their task is to fulfil the contract with the general contractor. Their activities may be
described as “identical” at all construction sites, and are generally considered as professional
activities [15], such as determining basic qualitative and quantitative data for construction
work, material storage – transportation – loading and foundation, constructing supporting
structures and partition walls, electrical- water- and gas-supply networks, building
distribution systems, performing service activities, providing electrical and electronic
systems, preparing a construction schedule (human resources, mechanization, workflows,
technologies, finances), facade scaffolding, guarding, performing technical inspection
activities and developing IT and telecommunications systems.

THE CONSTRUCTION YARD
THE ORGANIZATION PLAN
The coordination of tasks over time and space is achieved through a so-called organizational
plan, which contains all the technical elements necessary to carry out the construction. There
may be several organizational plans depending on the stage of the investment that is in
progress [15, 16]. According to these stages a distinction may be made between an organizational
map, organizational outlines, a detailed organizational plan, a general organizational layout
plan, an organizational status plan, a workflow layout plan, and technological blueprints.
The plans listed above include information on the geographical location of the construction
site, the location of the elements that will serve the construction site within the specific
construction site. Such temporary or permanent elements [15] may comprise, for example,
access routes, road construction opportunities, cable networks and pipelines of water, gas,
electric power supply, the boundary of the facility under construction, positions of machinery
(e.g. tower cranes), disposal areas, access areas, locations of ancillary facilities, etc.
An organizational plan is important from a data protection point of view, as it contains
confidential information about the structure of the construction to be built and the design of
the construction site.
SAFETY AND SECURITY SYSTEMS
In general, safety and security includes the following areas:

Figure 2. Areas of security technology.

On the basis of their function, the six branches above may be divided into two sections. One
of them is occupational safety, fire safety and environmental protection, which is usually
abbreviated as EHS or HSE (Environment – Health and Safety). Their primary role is to
prevent and manage personal injuries, property and environmental damage which are
consequences of accidents related to work [17; p.87 §1/A].
The other group is “Security”, which includes property protection, information protection and
guarding. The primary purpose is to prevent, pre-empt or protect against intentional damage
and injuries.
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Figure 3. Steps of establishing security/safety (Security Pyramid) [18; p.13].

The development of the protection concept is based on risk assessment and evaluation. The
security pyramid illustrates the components of protection and how they are built on one
another. Each level has its own “mission”. Each level can be further divided into sub-levels
or components, which may be called efficient, depending on how they have met the criteria.
Of all the sub-sectors, the present article deals with the information security sector. The
figure below shows that there are five major subsectors, some of which are also present
within the security technology sector. The dual appearance can be explained by the difference
between the primary objectives and the specificity of the trade.
Requirements towards the areas of implementation are primarily determined by legislation
and a further regulator called corporate management security policy (hereinafter referred to as
management policy).

Figure 4. Areas for implementing information protection procedures [19].
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Figure 5. Example of grouping threats [20; p.33].

INFORMATION SECURITY
The primary purpose of information security is to preserve the integrity, confidentiality,
availability, authenticity, accountability, non-repudiation and reliability of data (information)
against threats.
Information in the field of constructions may include, for example:
 (Day-to-day) organization plan (nature of workflows, workflow areas, company
manpower, expected material deliveries, temporary and permanent storage areas, type and
quantity of equipment and materials in warehouses and construction sites),
 construction plan of the structure of buildings,
 network and system blueprints for buildings (electrical network, water and sewage
network, gas pipeline network, IT network, security system network, fire alarm network),
 details of general contractor,
 regulations of the general contractor and those of the operation of the construction site,
 details of subcontracting companies,
 partnership contracts and commitments,
 performance confirmations and payments,
 official approvals,
 events and event logs,
 etc.
The previous description and the Table 6 illustrate only a small fraction of the problems that
may occur. A wrong decision associated with the construction process or data management
may generate huge additional costs (liquidated damages, fines: see GDPR regulation) [24].
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Table 6. A few examples of practical risk assessment.

Responsible
person:
Subcontractor
Guard office
and
checkpoints

Identification of risk – potential harmful events
Description of
frequent mistakes or Primary impact of risks
dangers
Leaking classified
information, potential
analysis of the security
scheme of construction
site
Leaking classified
information, potential
analysis of the security
plan of construction site

1.

Number and range of
vision of CCTV
cameras are
compromised

2.

Operability of CCTV
cameras is
compromised

3.

Paper-based media are Leaking classified
accessible for
business data, in
unauthorized persons dependence on their type

Intrusion of unauthorized
person into the
construction site

4.

Stored keys are
accessible for
unauthorized persons

Leaking classified
business data, in
dependence on their type
Leaking classified
information, potential of
analysis of the security
plan of construction site

Secondary impact of
risks
 Material damage, ~
increase of costs
(theft, deterioration,
etc.)
 Material damage, ~
increase of costs
(theft, deterioration,
etc.)
 Delay of construction
processes (waste of
time)
 Additional expenses
 Penalties and fines
 Uncertain results in
construction and other
undertakings
 Material damage, ~
increase of costs
(theft, deterioration,
etc.)
 Uncertain results in
construction and other
undertakings
 Penalties and fines
 Material damage, ~
increase of costs
(theft, deterioration,
etc.)

CONCLUSION
Apparently a smart city is an extremely complex IT system based on information sharing, its
accessibility and accuracy. The construction of the system – or the network (eg. critical
information infrastructures) – involves numerous processes. These are also based on a
multitude of data requests and data management, which means the use of databases which also
need to be addressed. At the moment, the difference between a system under construction and
a completed operating system is that the latter can provide much more information and it
works faster. The real question is, however, that, before launch and operation, who will have
access to confidential information and for what purpose will they intend to use such
information [25, 26].
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ABSTRACT
It is increasingly important for organizations to set up an Information Security Management System
(ISMS) to fulfil their business interests and their legal compliance. The main purpose of these systems
is to properly protect the information owned or managed by the organization. Often, the developed
ISMS complies with the external regulatory environment, but contains unenforceable rules that
impede work, so it is unable to fulfil its function. In order to prevent security incidents, it is not
enough to ensure legal compliance. The enforceability of these policies is gaining increasing
importance in order to avoid hindering work processes. This article identifies quality parameters and
guidelines in order to improve quality, enable and improve enforceability of ISMS systems, in order
to fulfil their purpose, mainly protection of company information assets. By adhering to these
parameters and guidelines organisations can improve their ISMS systems which enforces security of
their information assets.
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INTRODUCTION
Organizations collect, store and process a large amount of information to achieve their goals.
Several companies gather more information than necessary to run their business operations.
The information is collected, stored, accessed and processed by employees. The collected
information is not only valuable for the organisation but for the competitors too. In some
cases, the information may be interesting for a larger public as well. The data may contain
confidential information, leakage of which may cause harm not only to the organisation but
to partners, users and customers too.
The information processed by organisations can be grouped by different categories.
Enterprises deal with information about: products, production, personnel, customers, partners,
rules and regulations, workflows, design and development, research, quality management,
organisation structure, business reports, etc. information.
Depending on the nature of the information, the legal environment may require the
development of security policies and regulations, as well as the implementation of security
measures. For example, personal data are protected by law everywhere in the world. First,
however, the meaning of personal data must be specified. The term is defined by the law
applicable in each geographic region. For example, in the European Union the meaning of
personal data is defined by the General Data Projection Regulation (GDPR) [1], which may
be complemented by the local laws of the EU member states.
Depending on the nature of the information collected, stored and handled by the
organisations, it should be protected according to the business needs and the legal
environment. Several factors govern the data protection needs of an organisation. The most
important ones are the following:
 supporting production with availability of authentic information,
 ensuring information integrity to improve productivity and quality [2],
 avoiding fines, caused by law breaches (GDPR [1], sectoral legislation, Act CXII of 2011
on Information Self-Determination and Freedom of Information [3], Hungarian Act L of
2013 on Electronic Security of State and Local Government Bodies [4], etc.),
 ensuring the protection of sensitive information,
 management reports based on authentic data,
 using the market advantage of the ISO/IEC 27001 certification [5].
To achieve these goals, organisations need a functioning and enforceable ISMS. Articles
describing the modelling of ISMS parameters have been identified [6], and the quality
improvement based on ISO27000 has already been presented [7]. Other authors refer to the
information security aspects related to process resource planning [8] and IT authorisation and
Identity management [9]. These works suggest a need for an ISMS quality parameter and
guidelines set to help organizations set up an operating ISMS system.
To further improve information security, this paper identifies a set of parameters and
guidelines whose application greatly improve the quality and enforceability of ISMS.

RESEARCH METHOD
To identify quality parameters and guidelines for ISMS action research approach was used [10].
The first step of the research was to identify and categorize the problems which block
enforcement of ISMS.
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The second step was to define quality parameters and development guidelines to avoid
building unenforceable ISMS. The result was a set of guidelines to follow and quality
parameters to build into ISMS during development.
The third step was the implementation of an ISMS based on the developed guidelines and
quality parameters in a large organisation which had several, smaller, loosely coupled
subsidiaries with different information security needs.
In the last step, the developed guidelines and quality parameters were used to build several
ISMS at different organisations. After a year of the ISMS implementation, these organisations
were visited and interviews were made with stakeholders about the achieved result, which
gave feedback and helped to improve the development guidelines and quality parameters.

THE MOST COMMON PROBLEMS OF ISMS AND THEIR CAUSES
Regarding the use of ISMS, different observations can be made. In some cases, the ISMS is
developed in accordance with the applicable standards and laws, and it fulfils its function of
information protection. There are cases when the ISMS is partially operational, and cases
when it has no relevance to the organization, or it contains irrelevant data, too.
To identify the problems and their causes, the interviews were made with senior and middle
management, and the people involved in the implementation and execution of the ISMS. By
grouping, the responses received from stakeholders, categories of problems causes were
identified. These categories are an inappropriate attitude of senior managers, inadequate
development process, short deadline, copying other organisation’s regulation, shortcomings
in professional knowledge or consultancy.
By the analysis of problems related to structure, content, readability, applicability and
compliance to the local and international legislation and the impact of regulations on
organisations mainly the following types of shortcomings can be observed:
Problems regarding the ISMS structure:
 Almost all security rules are incorporated in one big regulation.
 All employees have to know and adhere to all security rules and regulations.
 The Information Security Regulation (ISR) contains several rules that are irrelevant to all
of the employees.
 There is no role-based, segmentation of the ISMS.
 It is not clear which rules apply to individual employees.
Problems related to the content of the ISMS:
 The ISR contains general methodologies and descriptions instead of referencing them.
 The ISR it too long, up to hundreds of pages, and contains irrelevant information.
Problems related to the readability of ISMS:
 Reading the ISR takes a lot of time, and even if employees read it, they do not remember
its content.
 It uses abbreviations and professional terminology, it is incomprehensible to many
employees.
Problems regarding applicability of ISMS:
 The ISMS is confused and has overlapping regulations, nobody knows which rule should
be applied.
 The ISMS contains contradictory rules.
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 If the employees adhere to the ISMS rules, they cannot execute their diyly tasks, which
stops the operation.
 The conditions (environmental, technical, economical, etc.) for execution of the ISMS are
unavailable.
 The policy and regulation do not fit the operating environment.
Problems regarding compliance:
 Policies and regulations do not adhere to the legal environment.
 The ISMS is a modified version of a relevant laws or standard, but it stays theoretical, it
is not integrated into the organisation workflows, it states but does not provide the
required protection.

NEED FOR ENFORCEABLE ISMS
As today almost all organisations depend on information availability, confidentiality and
integrity, the protection of information is a basic requirement. Failing to implement an
operable ISMS is a high risk for organisations.
Analysing the problems shows that the implementation of a poorly designed ISMS, besides
failing to protect the information, can cause security risks and hinders the operation of the
organisation.
Furthermore, organisations should consider all the factors related to information security
which affect operation and prosperity:
 The organisation’s own interest in managing confidential information, providing accurate
information to partners, customers and employess in order to improve organisation processes,
 Adherance to the legal environment, which enforces not only the compliance on a
regulatory level, but the implementation of technical protection measures, too:
 GDPR compliance cannot be ensured without operational ISMS and technical security
measures;
 The Hungarian Act L. of 2013 and its implementing regulation Ministry of Interior
decree 41/2015. (VII. 15.);
 Implementing information securtiy based on standards:
 The ISO 27001 certification used to be a market advantage, but by now it has become a
requirement;
 The NIST Special Publication 800-53 helps to implement the technical controls related
to information security [11].

CHARACTERISTICS OF ENFORCEABLE ISMS
When analysing ISMS problems, the following categories can be identified: inadequate
structure, inadequate content, readability, applicability or compliance. By comparing the
inoperable ISMS to the working ones, some characteristics can be observed, which help
improve the quality and operability. The following parameter groups show these characteristics.
Compliance with current legislation and standards: this parameter group helps to match the
legal requirements and standard’s control system with the ISMS. In this category the
following characteristics could be identified: building cross-references to the legal
requirements, regulations and standards controls and tracking changes of these. Crossreferences are needed to legal requirements and standard controls, in a way that helps to audit
and verify the compliance. Without having these references it is hard to identify or match the
elements of policies necessary to fulfil the external regulatory requirements, which may cause
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failure in compliance. Tracking changes of external regulatory requirements generates input
for updating the relevant documents of ISMS with reference to the given law and standard
version. Usually, this is a process which alerts the stakeholders if relevant laws, regulations
or standards are changing which imply policy updates in order to maintain compliance.
Up to date and consistent: these characteristics help to keep the ISMS consistent with
business requirements and eliminate overlapping policies. Here the clear definition of policy
scope, the documentation map, up to date cross-references and the single definition of terms
and rules characteristics were identified. The clear scope and extent of regulations help to
keep the ISMS policies consistent. The documentation map defines the scope of each policy
and makes the ISMS transparent. The single definition of security rules and requirements
makes them defined in only one place and referred from all other documents. The
cross-references between documents, help to eliminate the overlaps while help locating
related rules and definitions.
Understandable and interpretable: these characteristics make ISMS policies readable and
unambiguous. In this category the clear, precise and understandable terminology and
language were identified. The language of the policies must be precise, accurate and
unambiguous. The security rules must not contain any uncertainty. Terminology and
language of ISMS should be understandable by the target audience, even if they are not
information security professionals.
Full and complete: these characteristics of the ISMS make the information protection to cover
all relevant threats occurring in the organisation during execution of business processes. This
means that security rules and requirements of ISMS must cover all relevant threats for the
whole organisation, all departments and all employees executing workflows. The security
rules and regulations must cover all the workflows of the organisation.
Necessary and sufficient rules: this is one of the most important characteristics group because
this mainly influences the operability and the enforceability of the ISMS. The ISMS should
provide the necessary protection level, which means the ISMS should have protection
measures regarding all information assets ensuring the needed confidentiality, integrity and
availability levels. This can be achieved by checking all relevant laws and standards and
selecting all relevant requirements for the organisation, then developing and including the
corresponding protection rules and measures in the ISMS. The more rules are built into
ISMS, the more likely it is that they overlap, so keep minimal, remove unnecessary and
merge overlappoing rules. Unnecessary and conflicting rules obstruct employees in executing
their daily tasks. No textual parts of laws or standards should be included, they should be
referenced instead. No methodology description should be included, they should be
referenced, as they are regularly updated.
Hierarchical and role-based structure: the structure of the ISMS should be described in the
documentation map to provide an overview of the whole regulation structure, which should
be more than the cross-reference between the documents. All policies and regulations in the
ISMS should be categorised, in policy, regulation, procedures and supporting documents
categories. This helps to separate the diferent execution levels, however there is an
interaction between these: the policy level governs the regulation level which drives the
workflows producing the supporting documents. The different levels have their role and
audience. The policy level contains the strategy and the policies according to which the
organisation develops information security. The regulation level states the general security
rules to be followed by the concerned departments and employees. The regulation level should
be role-based, and the regulations should be available for the concerned departments and
employees according to their role in the organisation. The procedure level should consist of
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workflows for implementing and maintaining information security. The supporting documents
describe setups, authorisation documents, system parameters, test results, maintenance
records, incident records, problem records, change records, audit records, system parameters,
etc. They are usually the results or the input of the workflows at the procedure level.
Enforceable and executable: to be able to operate the ISMS it is important to train employees,
explain the structure and relationship of the policies, regulations, processes and supporting
documents. In harmony with the necessary and sufficient rule characteristics these
characteristics help minimising the necessary security knowledge of workers in different jobs.
General security rules cover knowledge for all employees, must be covered by the
Information Security Policy. Department specific rules must be covered by field security
policies of the given departments. Activity related security rules must be incorporated into
workflows and procedures. To be executable the overall rule system of the ISMS should not
contain any conflicting and business process blocking rules. An employee needs to know
only those policies, regulations and processes that affect them.
Balances risks and resources: organisations should consider the information security risks,
and allocate the necessary resources based on these risks. The ISMS should consider the
risks, the possible protection measures and their costs in order to allocate the necessary
resources. taking into account the information security risks and resources available to the
organization. This means that ISMS must not contain any security rules which imply
protection measures that the organisation cannot finance.

CONCLUSIONS
Stevanovic [12] compares two information security standards, and in conclusions shows two
essential differences: the implementation cost difference and the main focus of the standards:
security and business result achievement. Implementing information security based on ISO
27001 standard in small and medium-sized organisation is not straightforward and needs
guidelines [13]. Several inoperable and unenforceable ISMS caused unnecessary costs to the
organisations while they left huge security gaps in the system. As external regulatory
environment compliance is a must, resources are limited, costs are influenced by the security
measures to be implemented, an enforceable risk-based ISMS can be the solution. To achieve
this development guideline and quality parameters to improvement enforceability of ISMS
were outlined. After implementing ISO/IEC 27001 based ISMS using the guidelines and
parameters identified and presented in this article in more than 8 organisations, and getting
feedback from them, the gudelines could be improved and the quality parameters could be
refined. Therefore, these guidelines and quality parameters are suitable tools for the
development of optimised, enforceable and risk-based ISMS. Keeping in mind them and
incorporating into the regulation, organisations will be able to improve their ISMS quality
and enforceability.
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ABSTRACT
There are several solutions to increase the reliability of safety-critical embedded systems (e.g.
redundant systems). Where appropriate, achieving the highest possible reliability is always an
important goal. The present article also aims to describe a solution for this purpose.
One of these reliability enhancement options – besides redundancy – is the development of a selftesting system that can detect any malfunctions in downtime (during inactivity) or during normal
operation. If there is no error, then this self-testing system reports that the system is error-free. The
self-testing and event logging system described in this article provides an additional advantage over
other solutions. In addition to increased reliability, the root causes of the stored events and
information can be discovered and eliminated in case of an error, even, if necessary, by hardware or
software changes.
The system outlined in this article – of course – requires further considerations and additions, and the
details of circuit and software implementation should be elaborated, but its use in safety-critical
systems is clearly beneficial.
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SAFETY-CRITICAL SYSTEMS
Embedded systems are systems which include a computer but are not generally used for
computing. Safety critical systems are systems whose failure can result in loss of life,
significant property damage or damage to the environment [1]. Such systems generally have
failure rate requirements ranging from 10−5 to 10−9 failures per hour or other suitable time
period [2], with reliability encompassing the notion that the system is continuously
operational and that it is operating with no functional defects during that time. Traditional
safety critical domains are the aerospace, medical, chemical processing and nuclear
industries. These domains have been conservative, slowly moving to rely upon software
systems due to the difficulty of being able to prove that software-based systems will meet
their desired operational reliability requirements. Newer non-traditionally safety critical
domains including automotive, home automation and civil infrastructure do not always have
the experience or the safety culture to help them accurately evaluate the benefits and risks of
computer-based controls. Better technologies, processes and standards that improve or ease
the use of software in safety critical domains are imperative to protect these domains where
cost and functionality concerns may put pressure on safety principles. Regardless of the
domain, acceptable mission critical systems are unlikely to be built without good system
engineering processes [3].
One of the newest solutions, using a multitude of security-critical embedded systems, is the
smart city. There are various elements of smart cities, but the following key areas are
typically identifiable:
 smart mobility,
 smart energy,
 smart urban environment,
 smart lifestyle,
 smart governance, city administration,
 smart infocommunication infrastructure common to previous areas, which provides an
integrated IT and communication background [4].
Each of the above areas requires numerous embedded system applications that need the use
of a safety-critical embedded system. As described above, the presented solution increases
reliability and highlights its importance.
ENHANCING RELIABILITY
To achieve the expected reliability of the elements of critical embedded systems (hereinafter
referred to as the target units), and to facilitate the post-mortem detection of the events,
additional elements are required. So, if the target units contain additional elements outside the
security-critical (decision-making) units that implement the following additional activities:
 event and operation logging,
 self-testing (regularly or initiated by external command).
then these elements increase the transparency of the system operation and the resulted safety.
The design must be such that, with their normal operation or in case of their failure, these
additional elements could not affect the safe operation of the decision-making elements.
Event and Operation Logging
The additional elements collect, store, and make the following information, items, and events
available in a suitable form for external request:
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 commands, status signals and messages arriving at the target units’ information boundary
surface in their original (in unencrypted, or possibly in corrupted/damaged) form,
 signals, commands, status signals and messages sent from the target unit as a result of
decisions made by the target units, in their realized form and with their parameters (signal
level, duration),
 data inputs, configuration activities and other interventions through the controls of the user
interface,
 significant changes occurring in power supply and temperature (and other environmental
conditions, such as humidity, vibration, etc),
 the activities and decisions of the self-monitoring (self-testing) system,
 events related to event memory units (reading, deleting).
The previously listed events and information must be stored in non-volatile memory units for
each event type. Each event has a stored time stamp that indicates the beginning/end of the
event with an appropriate (e.g. 1 ms) resolution, with a considered time value for each event.
For example, information from a control (on the user interface) or a temperature sensor is
unnecessary to sample, to assign time stamps, and to store in every e.g. 10 ms, because the
changes at these points are slow. Probably it is sufficient to have intervals of 50 to 100 ms, or
even larger, but the event-driven data collection could be used, too.
However, a controlling signal at a microprocessor output, may require storage in the
resolution of µs or even denser. It is worthwhile to use a real-time clock (RTC) to create the
timestamp, so the absolute and relative time of the events can be determined later, and their
timeliness can be examined. If the size of the event-storing memory unit is large enough, it is
possible to store the events with the highest density required. When the stored events become
obsolete, they can be overwritten, so a circular memory management can be used. The time
of data obsolescence should be determined carefully, as an event may affect operation even
after a long period of time, therefore, it must be made retrievable much later.
The auxiliary elements allow the reading of the information stored in the event memory units
for a unit above the operating hierarchy, and the external (scanner/reader) device connected
to it by a special interface. The event of the deletion by command of the event memory unit
contents must also be logged, but these events cannot be deleted. Such events should be
stored in a separate, protected memory area or memory device.
Self-Test of the Target Unit
The auxiliary elements must be capable of the followings:
 must be able to replace the expected signals, messages, commands, operator interventions
at normal operation mode, on the standard boundary surfaces, with predefined test
events/signals,
 must be able to register that the decision-making unit responds to test events at what type
of events/signals and by how much delay.
The response events/signals for the test events/signals do not get out of the target unit. After
checking the functions of the target unit, the results are stored in the memory, and the system
returns from the test mode to the normal operation mode. If necessary, an error message is
sent to the unit above in the hierarchy.
Self-test can be initiated:
 when powering up the system,
 at regular intervals, provided there is no need for normal operation during the self-test
period. The length of the self-test interval (e.g. 1 hour, 1 day) and the suspension of the
normal operation mode requires further considerations,
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 by the command of the unit above in the operation hierarchy,
 by the operator’s intervention.
The identity of the initiator of the self-test, the start and end time, the result of the evaluation
and the fact of the possible error result must be stored in a non-volatile memory.
Figure 1 shows the schematic connections between the critical embedded system (also named
the target device), and the auxiliary elements for event logging and self-testing. The items
presented in Figure 1 include:
 Target device blocks (black blocks),
 Signal transmission and signal switching required for normal operation and test mode is
performed by analog and/or digital switches (rounded gray blocks),
 Test signal generators (generate analog and digital signals for self-test) (rounded blocks,
some of them are signal converters),
 To the event logging and self-testing unit, the inputs and outputs of the target device are
transmitted by signal converters (rounded blocks, some of them are test signal
generators). Their primary function is level fitting e.g. between different voltage levels,
input protection, and, in some cases, galvanic isolation,
 The event logging and self-monitoring unit controller, as well as the associated
elements (memory unit, RTC, environmental sensors) provide the intelligence of the
auxiliary elements (gray blocks),
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Figure 1. The connections between the target device and the logging and self-testing units.
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 Single line connections represent analog/digital signals,
 Arrows represent information flow.

CONCLUSION
For those systems where the stated principle is planned to be applied, the principles of
“Design for Testability” (DFT) should be followed. These principles should be considered
from system design through the selection of circuit elements and circuit design to the design
of the software, as the testability should be planned at system, sub-system and component
level [5]. In order to implement the principle described in this article, the boundary scan test
method (“digital” boundary scan – IEEE 1149.1 and mixed-signal boundary scan – IEEE
1149.4) can be applied at several points. One of my previous articles described the concept of
an integrated circuit to support the self-testing of analogue circuits. [6] Such an integrated
circuit is also applicable and can solve many problems during further developments in this
field. The solution outlined in the present article can improve the reliability of many
safety-critical systems, and it can help to detect the causes of failures [7].
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ABSTRACT
Today, smart devices and technologies, in addition to serving people's individual needs (e.g.
smartphones, tablets etc.), are gaining ground in supporting community traffic, healthcare, disaster
management as a social public task. As a result of the continuous development of human living
communities (villages, towns, settlements), the dominant usage of smart tools and technologies
already represents a new quality level (Smart City). Modern logistics support for the public tasks of
other settlements or other committed community events takes place through the use of different types
of vehicles, in which the use of electric vehicles is also becoming increasingly important.
Manufacturers are designing body parts for these vehicles to achieve a smaller weight from various
plastic or composite materials in the future, which does not protect the passengers from lightning
strikes. From the point of view of life and property protection, the lightning protection of electric
vehicles with this technology can be the current area of current research and development.
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INTRODUCTION
Nowadays, infocommunication tools and technologies are used by personal users alike,
which affects almost every age group of people. In addition to differentiated personal needs,
the Internet-based functional support of family and group needs (eg smart heaters, smart
homes, smart farms) is simultaneously occurring and becoming more common. Continuous
development of network-based digital technologies based on scientific results nowadays
allows not only smaller community communities, condominiums to meet community needs,
but also the planning and organization of whole villages, towns, and community-based
services and services for citizens through the integrated use of infocommunication tools and
technologies, and support for implementation. The exact definition of a smart city –
SmartCity – is difficult to formulate precisely, but if the former activities are implemented in
practice, then we can usually speak of a smart city, with the same public tasks that can be
identified and grouped independently of its size. Without the need for completeness, they can
be public transport, emergency public tasks, where several different types of vehicles are
used. In the course of technological development, different types of electric vehicles are
becoming more common on the roads. Manufacturers of bodywork elements of these vehicles
are planned to be produced from different plastics and composite materials in order to
achieve lighter weight. These vehicles can unexpectedly or planned exit the lightningprotected area during their traffic routes. Nowadays, natural phenomena suggest that global
warming caused by human infrastructure activities increases the number of lightning strikes.
As much as 1% of temperature rise will increase the number of lightning strikes by 6% per
annum [1]. Parameters of strikes are also increasing (e.g. lightning density, peak value).
Therefore, in my opinion, lightning protection not only for buildings, but also for these
electric vehicles can be a priority research area about smart cities as well.

EFFECTS OF LIGHTNING
The source of damage is considered to be that point where the lightning may strike. In case of
vehicles it may be two different points, strike to vehicle (primary effect) and strike near
vehicle (secondary effect). Contrary to popular belief, harmful events may not only occur if
lightning strikes directly the automobile, but also when it hits next to it. In the latter case the
overvoltage induced in the vehicle’s electric systems may cause significant damage.

Figure 1. Direct strike to car.

Property damage is caused by lightning strike’s inflammatory effect, which builds up the
actual economic damage increased by additional costs. Inflammatory and inductive effects
may cause further harmful events, so called explosive incidents, the protection against which
is managed by the separate field of overvoltage and explosion protection. In case of primary
lightning strikes, lightning hits directly the given object. According to one of the insurance
companies’ data (2016), 90% of the lightning strike damages was caused by secondary
effects of lightning [2]. In the technical jargon there is a well-known saying:
„What did not burn was flooded by the firemen.”
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This saying is true for automobiles possibly bursting into flames. This saying indicates that
lightning strike may directly and indirectly cause very severe damages. In order to avoid
these harmful effects, automobiles need to be provided with appropriate protection. In case of
direct lightning strikes not only the vehicle may be in danger, but also its electric devices and
systems (secondary effect). Metal bodywork gives protection against it. In case of indirect (or
secondary) effect damage is not done by lightning strike directly, but overvoltage induced by
it. It is very difficult to give protection against it.

ELECTRIC AUTOMOBILES TODAY
Automobiles with alternative drives are becoming more and more popular [3]. Their popularity
is well represented by the fact that during the Olympic games in Beijing in 2008 and during the
2018 winter Olympics as well, contestants were transported to different locations by a
significant number of electric buses [4].
One of the main reasons behind their popularity and spread is the operating costs and the
different tax allowances [5]. From the perspective of utilization, these vehicles are quiet and
have zero point emission, therefore result in cleaner air, which will be perceived in major cities
when they become widespread. Their disadvantage is the range and charging time. Their
maximum range is the fraction of their internal combustion engine equivalents and their
“refueling” time is longer by orders of magnitude compared to vehicles running on
conventional fuel. There is research and already solutions for rapid charging [6], so probably
exceptionally long charging time will not be an obstacle to their spread.
It is important to note that for the charging of these automobiles, electricity is coming from the
burning of hydrocarbons, so even if they have zero emission locally, on the places of energy
production (power plants) they trigger pollution, but to a smaller extent compared to internal
combustion engines. An exception is the charging provided with entirely renewable energy.

LIGHTNING PROTECTION OF NON-METAL BODY AUTOMOBILES
Due to the fact that electric cars are being more and more popular, charging stations are
expected to be spreaded around countries. This technical field is new so there is no standards
for these type of stations, there are only recommendations like VdS 3471 [7] or DKE/AK
EMOBILITY.60 [8]. Standard IEC 61851 is about electric vehicle conductive charging systems,
parts of it are under development. These recommendations are drawing attention that lightning
strike protection is important for electric charging stations. They have some guideline for
protecting the stations (Figure 2.) but there are no guideline for direct lightning strike to cars.
In case of direct lightning strike, the lightning current flows through the car body and partly
through the suspension, then finally exits through the wheel disk (rim) and is discharged in air
towards the ground. The metal body protects the passengers of the vehicle. In order to increase
maximum range, manufacturers are planning to produce the bodywork of electric vehicles out

Figure 2. Lightning protection for poles at charging station [9].
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Figure 3. Lightning current route in schematic diagram and in reality.

of non metallic materials (plastics, composite materials). These materials are not conductive,
but on the contrary, they have electrically insulating properties. Nowadays, due to the short
range, electric vehicles (automobiles, buses) are mostly used in populated areas, and
especially in cities.
This gives protection against lightning bolts. Buildings, due to their height, and thanks to
lightning arrestors built on them, give safety for the case of lightning strikes.
One might wonder, what happens in case an electric vehicle exits this protected area and what
happens in case of s lightning strike? Are passengers in danger? Is there lightning protection?

POSSIBLE SOLUTION
Technically, the aim is to capture the lightning and conduct it towards the ground.
To find the position of the lightning arrestors, we should use the the rolling sphere method.
This is a procedure to design the lightning arrestors, according to which the protection is
appropriate, if a rolling sphere of given radius can not come in contact from the outside with
the protected surface without touching the lightning arrestor. In practice, this means that we
are moving a sphere of given radius in the space around the protected object (building,
vehicle, etc.) and where the sphere touches an object, that will be the hitpoint of the bolt.
With this design method the given object can be protected, because the protected surface will
get into the protected space, since the sphere reaches the end point of the protective conductor
(better known as lightning arrestor) first. For this design method there are different kinds of
3D software available. As a result, we get a blanket-like surface around the given object,
behind which is the protected space (Figure 4).
According to the above mentioned method, lightning is most easily “captured” by a well
placed metal body, which therefore is protecting the surfaces. In case of electric vehicles, for

Figure 4. 2D and 3D diagram of the rolling sphere design.
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this purpose, a mechanically fixed radio antenna is partially suitable. It is important that the
leading wind should not bend the antenna in any direction, since this is protecting a part of
the body. For this, adequate mechanical fixing is a must. Moreover, the vehicle must be
provided with arrestors on several other points as well.
Figure 5 shows an electric vehicle available on the market, currently manufactured with a
metal body. On the left side, the actual, original condition of the vehicle is visible, on the
right side the rolling sphere design with the planned arrestors (red markings). We should
notice that thanks to the arrestors, the sphere is not contacting the vehicle surfaces, therefore
protecting not only the automobile, but the passengers as well. The figure shows one
variation of the theoretical design and placement of arrestors. Of course, in case of the
vehicle’s complete design, the full three dimensional protection of the body should be
compiled. For the implementation of lightning protection, not only capturing, but conducting
the lightning current is also a problem to solve. When speaking about sizing, the largest stress
must be considered, in this case this means a situation when only one arrestor and one
conductor would conduct the lightning current. The system should be designed to be capable
of conducting even 200 kA of current without damage and warming. For this, a 50 mm2 cross
section conductor is perfect. Lightning current must be conducted to the ground from the
body. A solution to this might be a movable conductor that automatically reaches the ground
at stops. To avoid excessive and unnecessary requisition (opening of this device at every stop,
then closing at start), in practice the movement of this device should be controlled by an
electric field strength gauge or by storm warning system. This means that the mobile
conductor would be automatically activated when clouds are starting to develop on the sky
and therefore the electric field strength measurably changes. A further task is the protection
of electric appliances against the induced overvoltage that may appear in such cases. Electric
devices in different automobiles are very sensitive to overvoltage. Protection of such
appliances can be solved by installing them into metal housings, and electric cables may be
threaded through protective tubes or provided with electric shielding.

Figure 5. Rolling sphere design for a commercially available car.
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CONCLUSION
Generally I would like to hightlight that the lightning protection of cars and for other vehicles
should be designed. This a new area of technical fields and needs a lot of development. The
other important technical solution is to pre-create lightning protected routes for vehicles
performing public services and make them available for navigation services. It is also
advisable to store these data in an integrated database and use it in an interactive way to
minimize unintentional passage for the vehicles. To share these data and common
experiences (Smart City Connection) in the relationship between smart cities, and to give
lectures at conferences or webinars can be also important and useful [10].
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ABSTRACT
By 2050, 70% of all people will be living in towns and cities. In 1900, it was only 13%. This means
that every year, the number of people living in cities increases by seven times the population of New
York. Water usage is increasing rapidly too; it has sextupled in the past 100 years; this rate of increase
is double the rate of population increase. We must all face the challenge of a large number of people
living together efficiently, in an organized way, on Earth, and how they can all access the needed
services with the required quality. The term smart city primarily emphasizes sustainability, efficiency,
and wide participation in decision-making, infocommunication technology solutions and providing
services. The term was coined based on the integration of digital technologies, and the important
phenomenon of community development and economic innovation, cities. The main players in the
economy of the future are cities. States and local governments alone cannot respond to the challenges
of global urbanization and environmental issues. In the development of smart cities, players of the
economy and the city dwellers themselves play a more and more important role. The European Union
has started programs like this and it is of paramount importance that Hungary actively participates in
these, both in central coordination and at the level of settlements. At the same time, it is great help for
Hungarian enterprises, too because the products they develop in and for Hungarian towns can be
competitive on the international market as well.
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GLOBALIZATION AND INFORMATION SECURITY
Our world suffers three great impacts at the beginning of the 21st century: the population
explosion, the increase in life expectancy and the information explosion [1]. The
“demographic time bomb” or “population bomb” (the problem of aging) will affect the whole
world socially, economically and in other ways. The UN declared 11 July World Population
Day in 1989 because the population of the world surpassed 5 billion exactly 2 years before.
Since then, world population has increased by more than 2.6 billion, and on 1 July 2018, it
surpassed 7.6 billion. World population in 1950 (2.5 billion) has more than tripled by now.
Population is still increasing although at a decreasing rate. The United Nations Department of
Economic and Social Affairs (DESA) forecasts (assuming medium level fertility) [2] that
world population will reach 10 billion by 2055, and by 2100, 11.2 billion people will live on
Earth. In 1950, less than 30% of the population lived in cities. In 2018, however, 55% people
were city dwellers. The trend is predicted to continue and it is forecasted that in 2050, 68% of
people will live in cities. According to the demographic data of the UN (Fig. 1) the
population of the world is increasing because the population of developing countries (where
many people are very poor) is increasing fast. The population of developed, industrialized
countries is decreasing.

Figure 1. World population between 1950 and 2050.

The UN has been making estimates since 1988 concerning the distribution of the population
within countries, and the number of people living in villages, towns and cities. In May 2018,
they published the predictions for urbanization until 2050, which was based on the previously
mentioned UN population forecast of 2017 [3].
Information concerning the urbanization processes of the world is indispensible for the
setting of community development goals both in cities and in the country. The ratio of urban
population is considered a basic indicator of economic and social development. For this
reason, the increase of urbanization in space and time indicates development well.
Urbanization can be charactierized by the increase in the number of cities and the number of
people living in the cities. In 1950, less than 30% of people lived in cities. In 2010, the
number of people living in cities reached the number of people living in the country. In 2018,
55% of people lived in cities. The number of city dwellers in the world has increased 5,6
times (to 4,2 billion) since 1950 (751 million), while the number of people living in the
country has only doubled since 1950 (to 3.4 billion) (Fig. 2). This tendency is forecasted to
continue—in 2050, 68% of people will live in cities [3].
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Figure 2. Population in cities and in the country between 1950 and 2050.

Forecasts show that urbanization and the general increase in world population will result in
the number of city dwellers increasing by 2,5 billion by 2050. Nearly 90% of this will
concentrate in Asia and Africa. It can be seen that by 2050, nearly 70% of people will live in
cities. Urbanization is a dual process; on the one hand it means the increase in the number of
cities, while on the other hand it means the expansion of urban functions, the development of
infrastructure and city lifestyle.
One of the main tools and also channels of globalization since the 1990s is the explosive
development of the Internet and mobile telecommunication technologies. As computers
developed, after a time, the Internet was created [4, 5].
Web 1.0 covers the period between 1989 and 2004-2005. It is also referred to as the era of
information connections. In other words, this was called “read-only web” [6]. In the early
days of the Internet, you could search for and read information on the Internet. Very little
interaction was offered to users, connection to websites was nearly impossible, and content
production was practically non-existent. Website operators did not want to communicate with
the visitors of the website, just provide them with information, anybody, any time. Therefore,
at the dawn of the Internet, it was very static, “read-only”, and with very little content
produced. Each website had a limited number of people responsible for it. The websites could
not be edited by anyone, just people who had permission to do it and access. It was their
responsibility to keep the site up-to-date and to transmit the fresh content to the users.
The second generation of the Internet, Web 2.0, defined as “readable and writable web” [6].
Over the years it had very many definitions. Web 2.0 is a revolution in the commercial world
of the IT industry, used as a platform. The basic difference between Web 1.0 and Web 2.0 is
that there were few content producers with the first generation. Most Internet users behaved
like people in a shop. They browsed the selection but did not add anything to it. On the other
hand, in the era of Web 2.0, anybody can be both a seller and a buyer at the same time. Many
technological solutions have been created to help users create their own content, and thus
facilitate the mass production of content.
Web 2.0 is an umbrella term, including a multitude of Internet services. All such services are
based on the power of the community. Users create content together or share each other’s
information [7]. The democratic nature of Web 2.0 is shown by a large number of Niche
groups (closed communities of friends), who can exchange, label, comment or link an
content, be it text, sound, images or video, to sites within or outside the group. Web 2.0 was
the basis of the first social media sites, too. It is hard to imagine the world, when social media
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sites were not part of our everyday lives. By now, the Internet has become a utility. Not a day
passes by when we do not look up on the Internet what has happened in the world. We no
longer get the most news from newspapers, the radio or television, but read news on the
Internet or listen to it on net radio. Today’s households require service providers to develop;
this can be seen in every service sector. Whatever we plan to buy, we first look it up on the
Internet, read about its properties and read opinions and other people’s experiences and only
then decide to buy it. We select the best or cheapest shop on the Internet and buy the product
or service there.
As opposed to Web 1.0 and Web 2.0, Web 3.0 is no longer made for people only, and not only
people will use it. Nowadays the Internet can be accessed from nearly everywhere in the world [7].
Now global IP traffic has exceeded one zettabyte (1021 byte). Only in Google, 3 600 000
searches are executed every minute, and in one year, four billion people will have Internet
access. Facebook had more than 2 billion active users in 2017. Web 3.0 is an exceedingly
tailored web, which is decentralized and provides users with more possibilities than ever
before. As a result of the population explosion and information explosion, we must all face
the challenges of the global digital world; the most important challenge is how all these people
can live together efficiently, in an organized way, and how they can access the right type of
digital and other services in the right quality and with the required security. Another challenge
is to train enough specialists who can design, install and operate the necessary systems.

CYBERSECURITY ISSUES IN A SMART CITY
Currently there is no universally accepted definition for cyberspace. The term Cyberspace
(cybernetics + space) was coined by William Gibson science fiction writer in 1982. It first
appeared in his short story “Burning Chrome” [8], then in his 1984 novel Neuromancer [9].
Over the years there have been countless definitions for cyberspace [10, 11]. Based on these,
in general, cyberscpace can be considered a system of electronic communication devices and
systems (computer networks, telephone lines, satellite systems etc.) and the virtual space
composed of the services provided on these. As the Internet is growing and spreading, more
and more formerly independent communication networks, systems, devices and services are
connected to it, or simply being replaced by the Internet. Therefore, it is not surprising that in
everyday use, the concept of cyberspace is more and more understood as the Internet itself, or
the virtual world accessible through the Internet. The technological revolution mentioned
earlier and cyberspace are changing our everyday environment more and more intensively,
from communication, through access to services, to the data available to decision makers.
The term “Smart City” was invented in the USA. A city can be called smart if it achieves
sustainable economic development with balanced investment in traditional and digital
infrastructure, and human and social capital, with the active participation of the community,
in an environmentally conscious way [12].
For a city, being a smart city is a process; it involves continuous development. Intelligent
cities consist of many different and connected components, which continuously exchange
data. Components can be intelligent networks, building automation systems, intelligent
vehicles (driverless or pilotless vehicles, and others), Intenet of Things (IoT) sensors and
using the cloud platform [13].

CYBERATTACKS AND THREATS
Smart cities process an enormous amount of data, due to the smart devices. These devices
collect and generate many different kinds of information (sensor data, location data, common
routes, and even customs of the citizens). Processed properly, these data provide valuable
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information in many areas [14, 15]. Internet-enabled devices, for example, can diagnose
themselves, and so the can predict maintenance needs or even future breakdowns. Examining
user customs can also help manufacturers to develop more convenient and safer devices.
Another possibility is that manufacturers can pass on or sell aggregated anonymous data to
other organizations, this way helping design and maintenance. This, however, is both a
possibility and a danger (Figure 3) [16, 17].
Smart cities are comprised of a highly complex, interdependent network of devices, systems,
platforms, and users. Smart energy, utilities, water and wastage, parking and automotive,
industrial and manufacturing, building automation, e-government and telemedicine,
surveillance and public safety are just some of the verticals that vendors and governments
must secure. Urban population is on the rise worldwide and smart city development projects are

Figure 3. The challenge of securing smart cities: cyberattacks and threats.
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are harnessing the power of the Internet of Things (IoT) to develop more intelligent, efficient,
and sustainable solutions [18]. However, digital security investments in smart cities are
severely lagging thus seeding the future vulnerabilities of the IoT ecosystem. Cyber attacks
targeting IoT devices are rapidly increasing, as more people and organizations deploy them.
IoT devices that are connected to the Internet but do not have a password set, or are often
operated with the initial settings, are likely candidates to be targeted next. The security
measures covering IoT devices are urgently needed [19].
IoT devices, which have smart functions and are connected to the Internet are among the
most important and fastest growing segment of technology. The value of IoT is estimated to
reach 83 billion dollars by 2022. The security of all the data used by IoT is a serious
challenge. According to recent statistics, attacks against the IoT have increased sixfold
between 2014 and 2018. These incidents affect all players of the sector, from manufacturers
and their suppliers to operators. manufacturers have to protect more and more data. A device
connected to the Internet may process several Gigabytes of data in a single hour. In the third
quarter of 2018, only in the USA, on the telecommunications network of AT&T, 24 million
connected devices communicated with each other. If these data are stolen or made public, it
can lead to serious damage, and hefty fines in this better and better regulated environment. IT
experts therefore have to guarantee not only the fast and efficient use of data but also their
secure handling, according to GDPR [20] and other laws and regulations. Experts say that an
obvious solution of protecting sensitive data is removing the sensitive parts from data before
they enter analytical platforms. One method to do this is data masking, which involve
changing sensitive data to random characters. Its advantage is that the format of the data
remains and therefore the data can be used in various analyses and statistics.

CYBER PROTECTION AND CYBER STRATEGIES
As infocommunication devices and services develop rapidly, more and more cyberattacks are
directed towards the state, civilian and private sector [21, 22]. In the past few years, several
international organizations have offered recommendations, strategies and norm frameworks
so that states and social and economic players can develop their own cyber protection
structure and generate the minimum requirements that are essential safe and secure existence
in cyberspace. The NATO cyber protection centre (2010) [23]; the International
Telecommunication Union of the UN (2017, 2018) [22, 23], the European Union Agency for
Network and Information Security (ENISA) (2017, 2018) [26, 27], Directive (EU) 2016/1148
of the European Parliament and of the Council of 6 July 2016 concerning measures for a high
common level of security of network and information systems across the Union [28]. These
all call our attention to basic and interconnecting security situations:
 any member of information and communication networks – whether international, state or
civilian – can be a potential victim of cyberattacks,
 cyberattacks can have serious national security and economic consequences, and can
endanger the everyday life of a society,
 defence agains threats is a task at the international, national and individual user level as well.

CONCLUSION
At the beginning of the 21st century world economy was far more integrated than in the
middle of the 20th century. It is visible that there are three large centres in world economy:
North America, Western Europe and Eastern Asia. China is the most populous country in the
world and the largest aging society. The problem of aging societies affect the whole world in
one way or another. The main factors of economy in the future will be cities. “Smart city” is
not a state, rather a process, the result of continuous development. The smart city concept,
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however, is a serious security risk all over the world, due to the infocommunication and other
systems, which are not always secure. The first – and perhaps most serious – security issue is
dependence. Dependence on infocommunication systems and the services they provide.
When smart services falter in a city space, which is overcrowded in itself, and whose efficient
operation heavily relies on information systems, enormous chaos ensues. From transport
through logistics to public utilities, all systems are more and more interdependent. In this
situation, a carefully planned and executed IT or information attack can easily bring a city to
its knees. There will be no disposal of waste, passanger transport falters, there is no transport
of goods, no communication; there is not even news about what happened. Of course, this is
only fiction now, and smart cities have no alternative. Therefore security and secure systems
are the only alternative for the future.
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ABSTRACT
One of the main objectives of the smart city is to improve the quality of life. The information and
communication technology (ICT) components are used as vital parts of the system. Increasing
efficiency is the base of the smart city’s sustainability. Therefore to increase the efficiency of ICT is
crucial. Although cloud technology is just one possible building block of the ICT infrastructure its
theoretical study used by the smart city is important because the cloud building technologies can be
extended to the use of other ICT technologies. Because of these possibilities, one should study the
potential regularities of cloud operation which affects among other things, the availability, capacity,
flexibility and scalability topics as well.
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INTRODUCTION
The cloud technology in information and communication technology (ICT) is a young and
cutting-edge area. This is due to the fact that from the individual mobile to a full realization of
virtual data centers it is possible to provide service over the network. Many people do not know
that their communication device uses such a service. Users do not use these facilities consciously.
Most people who have heard about cloud think of clouds provided by the telecommunications
and information technology service providers. Although anyone can use these services
nowadays, the first clouds were used at companies in a closed way. These were private systems
with unique implementation. Over time development enabled the standard usage and economic
services could appear. Later the advance of technology has provided some management
solutions that allowed the measurability of this technology. This enabled the cloud as a
service to external partners. Today the conscious use of clouds affects the flow of information.
Thus, cloud usage indirectly affects also the rankings in the academic sphere [1, 2].
Documents that are found on topic [3] of cloud computing do not provide sufficient insight
into the technologies used for cloud construction. These technologies themselves are used
separately and solutions of manufacturers are well documented. The synthesis of
implementations and a combination of technologies, namely technologies of cloud building
are less documented. This study will cover the definitions, requirements and the main
building technologies of the cloud. These technologies are based on the recommendations of
the principal component-manufacturers.

DEFINITIONS
The internationally agreed definition of cloud by the National Institute of Standards and
Technology (NIST) is based on the cloud’s requirements. The organization provides only an
indirect definition and this definition does not include the goal of the cloud. The system
without a goal looks like a system that only exists for its own sake. Therefore the definition
should be made more applicable which contains the goal to be achieved.
The cloud service has three actors: the customer, the vendor, and the legislator. Because of
this, the definition is possible from more aspects. The purpose of the user who is the official
customer of the service is other than the purpose of the vendor who is the manufacturer of the
technology. Furthermore, the legislator has independent control. The different interests of the
actors justify the conclusion of a service contract in which the parties should jointly formulate
what they mean for services.
The proliferation of cloud systems and the increasing number of disputes that are likely to
appear require the definition of formal cloud service. Legislators can use this definition to
statutory interpretation and dispute settlement. Furthermore, the robust cloud service
providers are multinational companies nowadays who have taken into account disaster
tolerance issues and have formed their systems in several countries or continents. So
harmonization and internationally accepted interpretation are needed.
Definition of the cloud is possible from the following aspects:





independent,
user,
contractual,
technological.
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INDEPENDENT ASPECT
From an independent perspective, the cloud definition, identification and classification types
by NIST mentioned above can be the base in the legal systems of individual nations and the
international alignment. According to this definition “cloud computing is a model for
enabling convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider interaction” [4].
This definition seems wordy and not exactly defined. This applies in general to an
independent approach. The aspects of these definition types are to describe the behavior of
the system and the system is determined by its behavior. From a special aspect, by contrast,
the definition can have a more closed shape.
USER ASPECT
From the user approach, the cloud can be defined as such: the cloud is a combination of
flexible computing services that can take over the interface of the service provider in order to
implement more cost-effective business processes.
The economic interests of the customer are dominant at this definition. The goal is the longterm cost-effectiveness [5]. It does not need a large IT operation to be maintained in case of
recourse cloud services as a customer uses their infrastructure. Furthermore, the introduction
of individual systems can be more flexible to manage.
CONTRACTUAL ASPECT
From the aspect of the customer and supplier cloud can be defined as the following: the cloud
is a flexible information and communication technology service system that is made possible
through an interface specified in the contract and agreed by both parties in quantity and quality.
This definition is based on the parameters specified in the contract. This contract is an
interface interpretation which is served between the supplier and the customer.
TECHNOLOGICAL ASPECT
From the topic relevant technological aspect, the cloud can be defined as the cloud is a
flexible and measurable information and communication technology system in which the
services behind the interface are as far as possible independent of the faults and limitations of
physical and logical devices.
This definition is based on the technology. Intrinsic properties of the cloud appear here which
arise from the technologies used for building [5]. Before the introduction of technologies in
order to increase transparency, one should discuss some of the basic concepts and
requirements.

REQUIREMENTS
The analysis of cloud building technologies shows that the most important characteristics of
the cloud include reliability, component variability, flexibility and the measurability of the
services. The technical requirements of the components can be grouped according to the
following topics:
 availability (existence),
 virtualization of necessary resources (structural and energy knowledge),
 virtualization of implemented services (validation),
 flexibility (control and change management).
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AVAILABILITY
The cloud is always possible to operate because business-critical subsystems can be realized
in it. The increase of the system’s reliability can be achieved using a reproduction of physical
and logical components. It is also known as redundancy. One of the features of reliability is
availability [6, 7]. This is a percentage to the scanned object which is the working percentage
of the time interval in question.
Generally, automation has to be introduced in the system management layer up above 90%
planned availability. The finances spent on the degree of automation are growing rapidly to
increase designed availability. The curve’s asymptote is at 100% planned availability. This is
analogous that 100% safety could be achieved neither with risk assessment nor with risk
reduction.
The level of availability assumed by the service provider is often recorded in the contract. A
value above 95% is called high availability (HA) [5]. The big cloud providers take
“fiveniner” uptime, which is 99,999%.
RESOURCE VIRTUALIZATION
The cloud works to the extent possible regardless of the individual resources. Its availability
and capacity are higher than the individual processing units’ ones [8]. The used cloud
building technologies make this property possible, among which virtualization is highlighted.
This means that the virtualized architecture layer’s real resources are covered, and only the
required quantity and quality capacity are presented to the higher layer in a necessary way.
This technology enables the services’ measurability, too.
SERVICE VIRTUALIZATION
The implementation of cloud services must be measurable. An implementation of service
may affect several devices and several components of services may be present on one device.
Because of this, the concept of virtual service was introduced.
The service to be detected is displayed as such. The relevant system components’
relationships are modeled for compiling virtual services and these components’ dedicated
availability and capacity data are used to measure the service being provided [9]. These
metrics are usually included in the contracts.
The use of virtual services is essential to establish the appropriate cloud management layer.
FLEXIBILITY
The system components which implement cloud services have to be flexibly parameterized.
The virtualization has to be implemented in such a way that the presentation of resources can
be properly granulated. The additional requirement is that dedicated capacity can be flexibly
assigned to the services. If the operating processes permit these system parameters can be
changed on the fly [10]. Adequate performance of individual subsystems can easily be
formed, thereby enabling cost-effective operation.

BUILDING TECHNOLOGIES
Several manufacturers’ realization came to light about the previously mentioned increase in
availability. Considering the principle of operation it can be grouped around a few core
technologies.
Each technology is based on redundancy registered in the system. The strongest method is the
complete duplication of the components (2n redundancy). The simplest case means that one
514

Theoretical study of cloud technologies

more than necessary components are deployed in the system (n + 1 redundancy). Passive and
active operation modes are possible in both cases [5].
In a passive operational mode, only one component serves the users and another component
takes over the role of a faulty component. In an active mode, all the components serve the
users and the faulty component’s load will be transferred to other elements.
Most outlined building technologies below can be found in all the architectural layers of the
cloud. For many, some technologies are more or less familiar. However, they are not always
aware of its logical system and the manifestation of these technologies in the cloud layers.
The core technologies:
 cluster Technology,
 grid technology,
 virtualization,
 split technology.
CLUSTER TECHNOLOGY
Clustering means that more components can perform the same activity but it seems a single
service looking from outside. The primary goal is to increase availability.
This building technology has democratic governance. This means that the cluster elements
maintain an equal relationship with each other. In case of failure the components still being
used jointly decide on the inner constellation to continue providing the service. This
democratic governance has the condition that a very fast communication channel has to be
established between the members. This channel can be a shared channel or device [11, 12].
Figure 1 shows the working schema of the cluster.
The clusters can be passive (fail-over). In this case, if one member implements the feature
and an error occurs, another member will continue. The cluster can be active (load-balance)
when each member is involved in implementing and in case of failure the load of the failed
member takes over [12].

Figure 1. Working schema of the cluster.
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Advantage:
 fast communication between members due to rapid fault management.
Disadvantages:
 disadvantage stems from the need for fast communication because long distance could not
be between members,
 because of the predictability of charges cluster should be implemented by physical devices
with the same parameters.
GRID TECHNOLOGY
The Grid technology means that more components perform the same activity but looking
from outside it seems a single service. The primary goal is to reduce the processing time.
In contrast to the cluster, it has autocratic governance. A controller component controls the
operation of the grid and manages its internal administration, directs the faulty member’s
failover, performs the presentation of services. The most important task is to divide the
operations between members related to its capacitive possibilities [13]. The grid does not need
fast communication between the members. Figure 2 shows the working schema of the grid.

Figure 2. Working schema of the grid.

Due to the operating principle of the grid, it always works in active mode (load balance). If
the controller continuously administers the capacity and processing capability of the
members, the use of a variety of infrastructure is accessible. In the absence of administration,
however, only the same building blocks could be used for building the same instruments.
Advantages:
 the grid can be built on a large distance,
 building blocks with different parameters may also be utilized.
Disadvantage:
 due to the task-oriented working method, it has very slow error handling.
VIRTUALIZATION
As previously mentioned the virtualized architecture layer covers the real resources and
presents only the required quantity and quality of capacity to the higher layer in a necessary
way. This technology made possible the further development of cluster and grid technologies
and cloud formation [14]. Figure 3 shows the virtualization’s schema.
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The virtualization first appeared on servers as a new layer under the layer of the operating
system. Later this technology appeared in the network topology, in the storage’s data
allocation layer, then in the cloud management layer. It is now up to the entire data storage
layer, to the entire server layer, to the total manifestation of network with minimal exceptions
and the system management layer.

Figure 3. Method of the virtualization.

SPLIT TECHNOLOGY
The emergence of large data centers and thus increasing availability intention formulated new
needs. The risks associated with the site becoming unusable must be reduced to a minimum.
This demand continued to grow with the appearance of clouds.
Many manufacturers have developed solutions but the principle is similar. The basic element of
the implementation is a splitter component which typically works in the low level data storage
layer of the architecture. This feature controls the communication traffic of the higher layers
and directs it to multiple directions. This method enables data replication to other sites [15].
Figure 4 shows the split technology.
The replication can be synchronous, asynchronous or dynamical. In the synchronous method,
the system waits for the write-through of the other side’s data. In the asynchronous method,
there is no waiting only a communication journal is used for following the primary site. In the
dynamic method, the result of waiting depends on the actual performance.

Figure 4. Working schema of the split technology.
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If a site fails then another site executes the components of the system. Furthermore, the sites
could be the disaster site of each other. The manufacturer’s platform and the implementation
are carried out within the expected influence on the switching time (from a few minutes to a
few hours) and cost requirements of the solution as well.
Nowadays there are new solutions where the splitter component is situated in the virtual layer.
The storage layer is controlled from this layer through a logged communication channel.

CONCLUSIONS
The cloud can be approached from multiple aspects. Independent, user, contractual and
technological angles can be tested in the definition. The independent definition includes the
system’s behavior. The user definition includes cost-effectiveness. The contractual aspect
specifies the parameters of the system. The wording from the technological aspect implies
that the most important requirements are availability, independence, flexibility, and service
orientation.
The cluster, grid, virtualization and split technologies enabled to satisfy the discussed
requirements of the cloud. The cluster is used to increase availability. The Grid is used for
faster processing time. Virtualization is used to carry out flexibility. Split technology is used
to implement disaster tolerance.
These technologies are in use today in all architectural layers of the cloud. The technologies
are not pure but mixed and complementing each other. Furthermore, these technologies can
be used for ICT components that are not part of the cloud. The application of these
technologies can increase availability and flexibility. This is in terms of sensor and actuator
components of the smart city infrastructure. These are also important requirements if the
components’ possibilities of failure have to be eliminated.
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